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Message from the General Chairs

The 2008 International Conference on Cryptology in India (INDOCRYPT 2008)
was the ninth event in this series. It was organized by the Department of Com-
puter Science and Engineering, Indian Institute of Technology Kharagpur, in
co-operation with the Cryptology Research Society of India (CRSI). Over the
years, INDOCRYPT has become a leading forum for disseminating the latest re-
search results in cryptology. This year’s conference brought together leading and
eminent researchers worldwide in Kharagpur (India), during December 14-17,
2008, to present and discuss a wide variety of aspects on cryptology and security.

The program of the conference spanned over four days and included, in ad-
dition to a high-quality technical program, two tutorials delivered by the very
best in the field, giving young researchers and students an excellent opportunity
to learn about the latest trends in cryptography and cryptanalysis.

A conference of this magnitude would not have been possible without the hard
and excellent work of all the members of the Organizing Committee. Our special
thanks are due to Dipanwita Roy Chowdhury and Vincent Rijmen (Program
Co-chairs) for coordinating and leading the effort of the Program Committee,
culminating in an excellent technical program. We are grateful to the Tutorial
Chair, Debdeep Mukhopadhyay, for arranging two high-quality tutorial talks by
eminent leaders in the field.

We are indebted to all other members of the Organizing Committee for their
excellent work. Dilip Kumar Nanda (Organizing Chair) along with his team co-
ordinated all the local arrangements with elan. Abhijit Das (Publication Chair)
managed the publication of the conference proceedings through his tireless ef-
forts. We also take this opportunity to acknowledge the contributions of the
Publicity Chair (Soumen Maity) and of the Finance Chair (Raja Datta) to the
success of the conference. No amount of thanks is sufficient for the omnipresent
team of enthusiastic volunteers who did their best for the smooth sailing of the
conference.

Last but not the least, we extend our heartfelt thanks to the authors, the
reviewers, the participants, and the sponsors of the conference, for their vital
contributions to the success of the event.

December 2008 Indranil Sen Gupta
Bimal K. Roy



Message from the Technical Program Chairs

Welcome to the Proceedings of the 9th International Conference on Cryptology,
INDOCRYPT 2008. This annual event started off eight years ago in the year
2000 by the Cryptology Research Society of India and has gradually matured
into one of the topmost international cryptology conferences.

This year we received 111 papers from all over the world. After a rigorous
review process, the Program Committee selected 33 papers out of the 111 sub-
missions. Most of the papers received at least three independent reviews made
by the Program Committee members and also by additional external experts.
The papers along with the reviews were scrutinized by the Program Commit-
tee members during a two-week discussion phase. We would like to thank the
authors of all the papers for submitting their quality research work to the con-
ference. Special thanks go to the Program Committee members and the external
reviewers who gave their precious time in reviewing and selecting the best set of
papers.

We are fortunate to have several eminent researchers as keynote and invited
speakers. The main conference program was preceded by a day of tutorial pre-
sentations. We would like to thank Debdeep Mukhopadhyay, the Tutorial Chair,
for his active initiation and enthusiasm to make the tutorial sessions a success.
We would like to express our thanks to Abhijit Das, the Publication Chair,
who gave his precious time to compile the conference proceedings. Further, we
thank Anirban Sarkar, who helped with the setting up and maintenance of the
conference Web server.

We hope that you will find the INDOCRYPT 2008 proceedings technically
rewarding.

December 2008 Dipanwita Roy Chowdhury
Vincent Rijmen
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Slid Pairs in Salsa20 and Trivium

Deike Priemuth-Schmid and Alex Biryukov

FSTC, University of Luxembourg
6, rue Richard Coudenhove-Kalergi,
L-1359 Luxembourg
(deike.priemuth-schmid,alex.biryukov)@uni.lu

Abstract. The stream ciphers Salsa20 and Trivium are two of the fi-
nalists of the eSTREAM project which are in the final portfolio of new
promising stream ciphers. In this paper we show that initialization and
key-stream generation of these ciphers is slidable, i.e. one can find distinct
(Key, IV) pairs that produce identical (or closely related) key-streams.
There are 22°¢ and more then 23° such pairs in Salsa20 and Trivium
respectively. We write out and solve the non-linear equations which de-
scribe such related (Key, IV) pairs. This allows us to sample the space
of such related pairs efficiently as well as detect such pairs in large por-
tions of key-stream very efficiently. We show that Salsa20 does not have
256-bit security if one considers general birthday and related key distin-
guishing and key-recovery attacks.

Keywords: Salsa20, Trivium, eSSTREAM, stream ciphers, cryptanalysis.

1 Introduction

In 2005 Bernstein [2] submitted the stream cipher Salsa20 to the eSTREAM-
project [5]. Original Salsa20 has 20 rounds, later 8 and 12 rounds versions were
also proposed. The cipher Salsa20 uses the hash function Salsa20 in a counter
mode. Its 512-bit state is initialized by copying into it 128 or 256-bit key, 64-
bit nonce and counter and 128-bit constant. Previous attacks on Salsa used
differential cryptanalysis exploiting a truncated differential over three or four
rounds. The first attack was presented by Crowley [4] which could break the 5
round version of Salsa20 within claimed 315 trials. Later a four round differential
was exploited by Fischer et al. [6] to break 6 rounds in 2177 trials and by Tsnunoo
et al. [I2] to break 7 rounds in about 2! trials. The currently best attack by
Aumasson et al. [I] covers 8 round version of Salsa20 with estimated complexity
of 2251,

The stream cipher Trivium was submitted by De Canniére and Preneel [3]
in 2005 to the eSTREAM-project [0]. Trivium has an internal state of 288 bits
and uses an 80-bit key and an 80-bit initial value (IV). The interesting part of
Trivium is the nonlinear update function of degree 2. In [I0] Raddum presented
and attacked simplified versions of Trivium called Bivium but the attack on
Trivium had a complexity higher than the exhaustive key search. Bivium was

D.R. Chowdhury, V. Rijmen, and A. Das (Eds.): INDOCRYPT 2008, LNCS 5365, pp. 1-{I4] 2008.
© Springer-Verlag Berlin Heidelberg 2008



2 D. Priemuth-Schmid and A. Biryukov

completely broken by Maximov and Biryukov [§] and an attack on Trivium with
complexity about 2'%° was presented which showed that key-size of Trivium can
not be increased just by loading longer keys into the state. In [9] McDonald et
al. attacked Bivium using SatSolvers. Another approach that gained attention
recently is to reduce the key setup of Trivium as done by Turan and Kara [13]
and Vielhaber [14]. So far no attack faster than exhaustive key search was shown
for Trivium.

In this paper we start with our investigation of Salsa20 followed by a descrip-
tion of the attacks. We show that the following observation holds: suppose that
you are given two black boxes, one with Salsa20 and one with a random map-
ping. The attacker is allowed to chose a relation F for a pair of inputs, after
which a secret initial input « is chosen and a pair (z, F(z)) is encrypted either by
Salsa20 or by a random mapping. We stress that only the relation F is known
to the attacker. The goal of the attacker is given a pair of ciphertexts to tell
whether they were encrypted by Salsa20 or by a random mapping. To make the
life of the attacker more difficult the pair may be hidden in a large collection of
other ciphertexts. It is clear that for a truly random mapping no useful relation
F would exist and moreover there is no way of checking a large list except for
checking all the pairs or doing a birthday attack. On the other hand Salsa20
can be easily distinguished from random in both scenarios if F is a carefully
selected function related to the round-structure of Salsa20. Moreover it is not
only a distinguishing but also a complete key-recovery attack via discovering the
initial state. Our attacks are independent of the number of rounds in Salsa and
thus work for all the 3 versions of Salsa. We also show a general birthday attack
on 256-bit key Salsa20 with complexity 2!92 which can be further sped up twice
using sliding observations.

In the second part of this paper we describe our results about Trivium which
show a large related key-class (239 out of 280 keys) which produce identical key-
streams up to a shift. We solve the resulting non-linear sliding equations using
Magma and present several examples of such slid key-IV pairs. The interesting
observation is that for a shift of 111 clocks 24-key-bits do not appear in these
equations and thus for a fixed IV there is a 22 freedom of choice for the key
that may have a sliding property.

2 Slid Pairs in Salsa20

2.1 Brief Description of Salsa20

The Salsa20 encryption function uses the Salsa20 hash function in a counter
mode. The internal state of Salsa20 is a 4 x 4 - matrix of 32-bit words. A vector
(Y0, Y1, Y2, ys3) of four words is transformed into (zo, 21, 22, 23) by calculatin

z1=1y1 B ((yo+y3) K 7) z3 =ys B ((22 + z1) <« 13)
zo=y2® ((z1 +v0) K 9) 20 =90 @ ((23 + 22) K 18) .

! In the complete Salsa20 section the symbol “+” denotes the addition modulo 232,
the other two symbols work at the level of the bits with “®” as XOR-addition and
“<” as a shift of bits.
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This nonlinear operation called quarterround is the basic part of the column-
round where it is applied to columns as well as of the rowround to transform
rows. A so called doubleround consists of a columnround followed by a row-
round. The doubleround function of Salsa20 is repeated 10 times. If Y denotes
the matrix a key-stream block is defined by

Z =Y + doubleround'’(Y) .

One columnround as well as one rowround has 4 quarterrounds which means 48
word operations in total. Thus the 10 doublerounds of Salsa20 give 960 word
operations and result with the 16 word operations from the feedforward in 976
word operations in total for one encryption.

The cipher takes as input a 256-bit key (ko, ..., k7), a 64-bit nonce (ng,n1)
and a 64-bit counter (co, c1). A 128-bit key version of Salsa20 copies the 128-bit
key twice. In this paper we mainly concentrate on the 256-bit key version. The
remaining four words are set to fixed publicly known constants, denoted with
00,01,0% and o3.

2.2 Slid Pairs

The structure of a doubleround can be rewritten as columnround then a matrix
transposition another columnround followed by a second transposition. We define
F to be a function which consists of a columnround followed by a transposition.
Now the 10 doublerounds can be transferred into 20 times function F. If we have
2 triples (keyl, noncel, counterl) and (key2, nonce2, counter2) so that

F [ 15" starting state (keyl, noncel, counterl)]
= 2" starting state (key2, nonce2, counter2)

then this property holds for each point during the round computation and espe-
cially its end. Pay attention that the feedforward at the end of Salsa20 destroys
this property. We call such a pair of a 15 and 2"? starting state a slid pair and
show their relation in Fig.[dl

Sl—>.7-'-0—> 19 x F -OX—>EH—>Z

S’T—> 19x 7 fo—s| 7 o >— 7

Fig. 1. Relation of a slid pair

In a starting state four words are constants and 12 words can be chosen freely
which leads to a total amount of 2384 possible starting states. If we want that
a starting state after applying function F results in a 2"¢ starting state we
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obtain four wordwise equations. This means we can choose eight words of the
15t starting state freely whereas the other four words are determined by the
equations as well as the words for the 2"d starting state. This leads to a total
amount of 22°¢ possible slid pairs.

For the 128-bit key version no such slid pair exists due to the additional
constrains of four fewer words freedom in the 15¢ starting state and four more
wordwise equations in the 2" starting state.

With function F we get two equations S’ = F(S) and X' = F(X). The
words for these matrices we denote as

g0 ko k1 ko ro T1 T2 I3 20 21 R2 23
g— k3 o1 no n1 x| ¥4 @ w6 w7 g | # % 2z
co 1 02 ks T3 X9 T10 Ti1l z8 29 Z10 211
ks ke k7 o3 T12 T13 T14 T15 Z12 213 214 215
oo kg ki kb xo Ty ThH Tk 20 21 zh 24
! ! ! ! ! ! ! ! ! ! !
’ k3 o1 ny ny ’ Ty Ts Te L7 7 24 25 Ze 27
S’ = ro K X' = / / ’ ’ Z = / o /
Co C1 02 Ry Ty Tg9 Tio T11 28 29 210 *11
/ / ! ! ! ! ! ! ! ! !
ks kg k7 o3 T12 T13 T14 T15 212 %13 %14 %15

The set up of the system of equations for a whole Salsa20 computation is too
complicated but the equations for the computation of F are very clear. For a
complete description of the equations see the appendix[Al The structure of both
systems of equations coming from the relation F is the same especially all the
known variables are at the same place. Due to the eight words freedom we have
in a 1°¢ or 2" starting state there are some relations in the 12 non-fixed words.
For the 2°¢ starting state these relations are very clear as they deal only with
words

0=kh+k), O0=ki+n}, 0=c\+c¢, and 0=Fk,+k;, (1)

whereas for the 15 starting state these relations depend on the bits and thus
are more complicated. Sliding by the function F is applicable to any version of
Salsa20/r where 7 is even. For r odd there would be no transposition at the end
of the round computation, equations are a bit different, though still solvable.

2.3 Sliding State Recovery Attack on the Davies-Meyer Mode

In this subsection we consider a general state-recovery slide attack on a Davies-
Meyer construction. We demonstrate it on an example of Davies-Meyer feedfor-
ward used with the iterative permutation from Salsa20. The feedforward breaks
the sliding property and makes slide attack more complicated to mount. We
consider the following scenario:

1. The oracle chooses a secret 512-bit state S (here we assume that there is no
restriction of 128-bit diagonal constants and the full 512 bits can be chosen
at random).

2. The oracle computes F(S) = 5’.
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3. The oracle computes Salsa20(S), Salsa20(S”) and gives them to the attacker.
4. The goal of the attacker is to recover the secret state S.

Due to the weak diffusion of F the attacker can write separate systems of equa-
tions for each column of S. If one combines for one column the quarterround
coming from S’ = F(S) the corresponding quarterround from X' = F(X) and
the feedforward one gets a system with 16 equations shown below. We assume
all 16 variables are unknown.

s1=352® ((so+s12) K T7) 21 =24 ® (w0 + 12) K 7)
sy =355 D ((s1 +s0) K 9) zh =23 ® (7] + 30) K 9)
s5 = s12 @ ((sh + s1) <« 13) xh =12 ® ((2h + 1) <« 13)
50 = 50 @ ((s5 + s2) < 18) zh = xo @ ((v5 + 72) < 18)
20 = X0+ S0 28 = Ts + Ss 20 = xh + 8y 25 = xh + sh
Z4 = X4+ S84 212 = T12 + S12 2=z + 81 23 =a3+ s3

This system can be reduced to four equations. In the first equation two variables
must be guessed to solve it. In the remaining three equations always two variables
are known either the guessed s-variable or the calculated s’-variable. Thus they
can be solved without guessing any more variables. Depending on which variables
are guessed or known some of the equations can be used to check the guess.

2 = [(2‘4 —54)® ([(2‘0 —50) + (212 — 512)] K 7)} + [84 @ ((s0 + s12) 7)]
25 = [(28 — s8) ® ([(21 — s1) + (20 — s0)] << 9)] + [s8 D ((s1 + s0) << 9)]

25 = (212 — s12) ® ([(25 — s5) + (21 — s1)] << 13)] + [s12 @ ((sh + s1) <« 13)]
20 = (20 — 50) ® ([(25 — s5) + (22 — 55)] < 18)] + [s0 @ ((s5 + 55) < 18)]

Therefore the system of equations for one column with complete unknown vari-
ables can be solved by guessing only two variables. With the four guesses of 264
steps each the attacker can completely recover the 512-bit secret state S. This
shows that Salsa20 without the diagonal constants is easily distinguishable from
a random function, for which a similar task would require about 25! steps.

The addition of the diagonal constants reduces the flexibility of the oracle in
a choice of the initial states to 2256 but the attack works even better:

1. The oracle chooses a starting state S’ with key k', nonce n’ and counter ¢’
satisfying equations (). The attacker does not know this state.

2. The oracle applies .7:71(5’) to compute the related key k, nonce n and
counter c.

3. The oracle computes Salsa20(S), Salsa20(S”) and gives them to the attacker.

4. The goal of the attacker is to recover the secret state S.

The knowledge of the diagonal makes the previous attack even faster and allows
the full 384-bit (256-bit entropy) state recovery with complexity of 4-232 because
the known words appear at the same place in the system of equations for the
columns. If in a system of equations for one column two known variables appear
at different places this system is solvable immediately.

If the attacker chooses the nonce and the counter n’, ¢’ (160-bits of entropy)
then the complexity drops to 2 - 232. Furthermore if nonce and counter n, ¢ are
known (128-bits of entropy left). The state can be recovered immediately (with
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/ / / / ! /
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Fig. 2. Relation of the 1% and 2"¢ starting state

or without knowing counter ¢’ and nonce n'). Figure 2l shows the relation for the
starting states with the known words indicated as grey squares.

Due to the fact that we are able to recover the full internal state this attack
also works as a related key key-recovery attack on Salsa20 because the key is
loaded directly into the internal state. A detailed description how to recover
both keys for a slid pair is given in the extended version [II]. Table [ shows the
time complexities for the described attacks, memory complexity is negligible.

Table 1. Time complexities for state-recovery attacks

known words of the starting states sliding on Salsa20  random oracle
nothing 966 9511
only diagonal 234 2255
diagonal, nonce and counter n’, ¢’ 233 2159
diagonal, nonce and counter n, ¢ o(1) 2127
diagonal, nonce and counter n,c and n’, ¢ O(1) 263

2.4 A Generalized Related Key Attack on Salsa20

Suppose we are given a (possibly large) list of ciphertexts with the corresponding
nonces and counters and we are told that in this list the slid pair is hidden. The
question is, can we find slid pairs in a large list of ciphertexts efficiently? As we
saw in the previous section, given such slid ciphertext pair it is easy to compute
both keys. The task is made more difficult by the feedforward of Salsa20, which
destroys the sliding relationship. Nevertheless in this section we show that given
a list of ciphertexts of size O(2) it is possible to detect a slid pair with memory
and time complexity of just O(QZ)E. The naive approach which would require to
check for each possible pair the equations from function F will have complexity
O(2%) which is too expensive. Our idea is to reduce the amount of potential
pairs by sorting them by eight precomputed words, so that only elements where
these eight words match have the possibility to yield a slid pair. After decreasing
the number of possible pairs in that way we can check the remaining pairs using
additional constraints coming from the sliding equations.

2 Sorting is done via Bucket sort so we save the logarithmic factor ! in complexity.
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For the sorting we use Bucket sort because each word has only 232 possibilities.

The number of words we sort by is equal to the number of runs of Bucket sort.

We have a set M of ciphertexts with corresponding nonces and counters. Each

ciphertext can be either a 15 or a 279 starting state to regard this the set is

stored twice first under M; to check for possible 15 starting states and second
under Ms to check for possible 2" starting states.

Step 1: Sort the first list

For each element in set M7 undo the feedforward for the four words on the diago-
nal and xg = zg—c1. Then sort M; by the specified eight words xg, x5, 10, 15, Tg
and C1,21,%213-

Step 2: Sort the second list

Select only elements of My that satisfy equation 0 = ¢, + ¢} since only such an
entry can be a 2°¢ starting state. For each element undo the feedforward for the
four words on the diagonal and 7y, . . ., z because nonces and counters are known.
Then compute for each element the words marked in bold in the equations

o = zp D ((25 + 25) K 18) ks = —n}

x5 = 25 @ ((24 +ny + 27) K 18) T10 = 210 ® (79 + 25) <« 18)

T15 = 215 © (213 + 214) K 18) w1 = (23 +n1) ® ((27 + 26) K 13)
o =25 D ((w5 + x1) K 7) ko = k5 @ ((ny +nb) <« 13)
c1=n5® ((01+ ko) K 7) z1 =1z1+ ko

ke =n) & ((ny +01) K 9) z13 = (ke + 27) & (w6 + x5) < 9) .

During this computation we calculate three key words kg, k¢ and k%. Sort the
set Mo by the calculated eight words g, x5, T10, 15,9 and cy, 21, 213 for the
potential 15 starting states.

Step 3: Check each possible pair

Cross check all the possible pairs that match in the eight words and thus satisfy
the 256-bit filtering. For the conforming pairs we can continue the check, using
the following equations. If a test condition is wrong this pair can not be a slid
pair. For each pair undo for the ciphertext of the 15 starting state the feedfor-
ward for the word xg = z¢ — ng. Then compute the bold variables and check the
three conditions below

compute ki =—cj+ ((no®cy) > 13) i1 = —a5+ (w6 D wg) >> 13)

k1 =co® ((ky +02) < 9) T2 = x5 ® ((z11 + x10) K 9)
k7:kﬁ@((02+no) <« 7) 9314:33/11@((3310+$6) <« 7)
check 211 = 2h + kY z2 = X2+ k1 214 = 14 + k7 .

During this computation we calculate the three key words k1, k7 and k).

3 If the number of rounds of Salsa is odd then such simple sorting would not be possible,
since Salsa equations are easier to solve in reverse direction. In our approach we know
2 words at the input and 3 words at the output of the columnround which is easier
to solve than the opposite (3 words at the input vs. 2 at the output). Nevertheless
the system is still solvable.
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For the rest of the pairs we have two similar systems of equations to check.
We first solve the following equations

25 = [(z8 — co) ® ((21 — kb + w0) < 9)] + [co @ (kb + 00) << 9)]
213 = [(27 — 1) © ((212 — ks + 215) K 9)] + [m1 @ ((k5 + 03) K 9)]

and if there is no solution for k{, or kf this pair can not be a slid pair. Otherwise
we use k(, as well as kf, to compute four more key words while we check two more
conditions in each system

with kj Ky =co® ((k0 +00) K 9) ks = —ki

ks = kb @ (K + k) << 13) xy =21 — kg

T12 = (25 — kz) ((z5 — kY +71) < 13)

ks =k\® ((00 + ks) < 7) s =21 O ((z0 + z12) K 7)
check z12 = 12 + ks 24 = T4+ k3
with kf ks =n1 @ (k5 + 03) << 9) 7= —kg

=k & ((ks + ks5) < 13) xh2 = 212 — k5

x11 = (214 — k7) @ ((213 — k6 + z12) K 13)

ko =ki® ((03+ka) K T) 3 =21 ® ((T15 +711) K 7)
check z11 = x11 + ka z3 =x3+ k2 .

For the checking of the potential slid pairs we have nine extra test conditions
while expecting only seven but due to the different arithmetic operations the
dependencies of the equations are not clear. In total we have at least filtering
power of 32 x 7 bits. Thus we expect that only the correct slid pairs survive this
check. The remaining pairs are the correct slid pairs for which we completely
know both keys.

Complexity. Assume we are given a list of 2! ciphertexts with corresponding
nonces and counters. Instead of storing the list twice we use two kinds of pointers,
one for the potential 15¢ starting states and the other one for the potential 274
starting states. For the pointers we need 1/32 x 2! words of memory. The larger
the list of the random states in which our target is hidden — the larger would be
the complexity of the attack. However the time complexity of the attack grows
only linearly with the size of the list. A summary for the complexity of different
lists is given in Table[ with memory in words and time in Salsa encryptions.
The number of slid pairs is 22°6 which gives for a random starting the prob-
ability of 27128 to be a 1% or a 2" starting state. Via the birthday paradox we

Table 2. Complexities for different list sizes

list size memory time
gl28 98 x 2128 gl22
9192 39 % 2192 9186

2256 36 X 2256 2250
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expect in an amount of 226 random ciphertexts for one slid pair both starting
states. We have described how to search in a big list efficiently for a slid pair
and recover both secret keys.

2.5 Time-Memory Tradeoff Attacks on Salsa

Salsa20 has 23%* possible starting states. We notice that the square root of 2334 is
less than the keyspace size for keys longer than 192-bits. Thus a trivial birthday
attack on 256-bit key Salsa20 would proceed as follows:

In the preprocessing stage a list of randomly chosen starting states together
with their ciphertexts is generated and sorted by the ciphertexts. During the
on-line stage ciphertexts are captured and checked for a match with an entry of
the list. The corresponding key is retrieved from the entry in the list.

Of course due to very high memory complexity this attack can be only viewed
as a certificational weakness. The complexities are summarized in Table[3] where
R stands for a complete run of Salsa20 and M for a matrix of Salsa (16 words).

Table 3. Complexities for the birthday attack

attack state precomp. memory time  captured
for 256-bit key size space ciphertexts
chosen nonce and counter 2256 R x 2128 o)1 x 2128 9128 2128
chosen nonce or counter ~ 2%2° R x 2169 9opf x 2160 2160 2160
general 2381 R x 2192 gpf x 2192 9192 2192
using sliding property 238 R x 2192 950 x 2192 9192 glo1

Improved Birthday Using the Sliding Property. We can use the sliding
property to increase the efficiency of the birthday attack twice (which can be
translated into reduction of memory, time or increase of success probability of
the birthday attack).

Salsa20 has 2384 possible starting states in total and the sliding property
reduces the number of possible starting states to 2257 (a slid pair has two starting
states) which gives for a random starting state the probability of 27127 to be a
starting state for a slid pair (either 1%¢ or 2°¢ one).

During the preprocessing stage we generate a sample of starting states
by using equation () from section and choose the remaining eight words at
random. We compute the corresponding ciphertexts for these states as well as
the eight specified words for the corresponding 15 starting states mentioned
in section 4] Step 2. We use two kinds of pointers to sort this generated list
by the ciphertexts for the 2°¢ starting states and by the eight words for the
corresponding 15% starting state. We capture ciphertext from the key-stream
where we also know the nonce and the counter. The amount of 2'°! captured
ciphertexts contains about either 264 15t starting states or 264 274 starting states.
We check if the ciphertext is a correct one for a 2"¢ starting state from our list
(direct birthday) or is matching the eight words for a 15! starting state for one

2192 2nd
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of the states from our collection (then proceed as described in section [2.4] Step 3
to check the remaining eight words) (indirect birthday). In both cases we learn
the key for this ciphertext.

3 Slid Pairs for Trivium

3.1 Brief Description of Trivium

The designers introduced the stream cipher Trivium with a state size of 288 bits.
This internal state can be split into three registers. The first register which we
call A has length 93, the second one called B has length 84 and the last register
named C has 111 bits. The internal state is denoted in the following way

A: (s1,52,...,503) B (S04,805,...,8177) C: (S178,5279,...,5288) -

Update and Key-Stream Production. The nonlinear update function of
degree 2 uses 15 bits of the internal state to compute three new bits each for
one register and the key-stream bit z; is calculated by adding only 6 of these 15
bits together. In the following pseudo-code all computations are over GF(2).

1. t1 «— Se6+ So3 5. t1 +— 114591592+ 5171
2. t2 — s162 + Ss177 6. t2 «— t2+4 S175 - S176 + S264
3. t3 — 5243 + Soss 7. 13 «— t3+4 s286 - S287 + Se9
4. z; — ti+ta+ts

8. A (81,82,...,593) — (t3,81,...,892)

9. B: (894,895,...,8177) — (t1,894,...,8176)

10. C: (si78,8279,...,5288) «— (t2,8178,..., S287)

Key and IV Setup. In register A the 80-bit key is loaded and in register B the
80-bit IV. All remaining positions in the three registers are set to zero except
for the last three bits in register C which are set to one

A: (81,82,...,893) — (Kg(),...,K1,0,...,O)
B: (894,895,...,5177) — (I‘/go,...,lvl,o,...,())
C: (8178,5279,...,5288) — (0,...,0,1,1,1) .

In this paper we refer to this state with key, IV and 128 fixed positions as starting
state. After the registers are initialized in the described way the cipher is clocked
4 x 288 times using the update function without producing any key-stream bits.
This will finish the key setup. Now each following clock will produce a key-stream
bit.

3.2 Slid Pairs

We start with the observation made by Jin Hong on the eSTREAM forum [7],
that it is possible to produce sliding states in Trivium. We searched for pairs
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of key and IV which produce another starting state after a few clocks. If we
have a key and IV pair (K7,IV;) which produce another starting state with
a key and IV (K3, IV3), the created key-stream by (K2, IV3) will be the same
as the one created by (K7,IV;) except for a shift of some bits. The number
of shifted bits is equal the number of clocks needed to get from the 15 to the
27d starting state. We call such a pair of two key and IV pairs a slid pair and
denote this with [(K1,IV1), (K2, IV2),c] whereas ¢ stands for the number of
clocks-shifts.

Due to the special structure of the third register with 108 zeros and the last
three ones the first possibility of a 2°4 starting state to occur is after 111 clocks.
Each following clock gives the chance for a 2°4 starting state. Two examples for
slid pairs written in hexadecimal numbers are given below. The bits for keys and
IVs are ordered from 1 to 80 but in the key and IV setup they are used the other
way around.

(K1, IV1), (K2, IV?),111]

K 70011000001E00000000

IV . AF9D635BCEF9AE376CF7

key—stream4: 2E7338CB404272ABEE3F7BEC2F8D
55E27536D29AFFFF15DFDFD711AECC78D13D7B61 ...

Ky 780000001DA2000003C1

IV . 1DF35CF6D4FFF4E3A6CO

key-stream: 55E27536D29AFFFF15DFDFD711AECC78D13D7B61 ...

(K3, IV3), (K4, IVy4),112]

Ks - 02065B9C001730000000

1Vs: 609FC141828705160A3C

key-stream: A48BCA9143685F03DE646F83AB52
88BC9542798983349A959503E63BBF29C4755DES6 . . .

Ky B98000003E96E70005CE

A 2B7C1483BC476A62E4CB

key-stream: 88BC9542798983349A959503E63BBF29C4755DES6 . . .

3.3 Systems of Equations

We describe the 2"? starting state as polynomial equations in the 80 key and
80 IV variables of the 15¢ pair. The 128 fixed positions in a starting state yield
a system of equations with 160 variables and 128 equations. We have more
variables than equations which gives us freedom in 32 variables. To solve these
systems we tried the F4 algorithm implemented in the computer algebra system
Magma to get a Grobner basis and the solutions for (K7, IV;) but gave up after
¢ = 115 because of the long computation time. A more brute force approach
guessing a part of the variables, check this guess and print the solution which

4 The shift is ¢ = 111 which means the first 111 bits are a prefix. When rewriting
these prefix from hexadecimal to binary numbers the leading zero must be omitted
because 111 is not a multiple of 4.
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Table 4. Some facts for the systems of equations

clock-shift ¢ 111 112 113 114 115 116 ... 124
variables in equations 136 137 138 139 140 141 ... 149
last key bits not in the equation 24 23 22 21 20 19 ... 11
a priori given bits 6 15 14 13 13 13 ... 13
computing time magma (days) 25 25 10 325 64 - - -
guess bits for magma® 0 4 6 8 10 - - -

we implemented for each individual ¢ worked much better. To get the 2" key
and IV one can use the systems of equations which describe the key and IV in
the 2°¢ starting state just inserting the known values of the 1% key and IV pair
or simply clock Trivium ¢ times starting from (K1, IV7) to get (Ko, IV2).

Some Facts about these Systems. The system of equations for the first
instance which appears after 111 clocks contains only 136 variables because the
last 24 bits of the key do not occur in this system. Furthermore 16 bits are given
a priori due to the 13 zeros in register A and 3 ones in register C. The degree
of the monomials in the equations raised from 1 to 3. Due to the missing of
the 24 key bits in the equations these bits can be chosen arbitrarily. This leads
us to 224 different keys for one IV in the 15 key and IV pair of a slid pair.
TableM] collects some facts for the systems which we solved with our brute force
approach. We found that we have some times slightly less but most times slightly
more solutions that we would have expected. This is described in detail in [TT].
Each clock-shift yields in another but related system of equations and the
higher the clock-shift the more complicated the system of equations will be. Due
to the length of register C which defines the occurrence of a 2" starting state
we have at least 111 clock-shifts. Thus we have minimum 111 x 232 ~ 239 slid
pairs, just within a shift of 221 bits of each other. There are much more slid
pairs for longer shifts, but the equations would be much more complicated.

Nonexistence of Special Slid Pairs. We searched for slid pairs with ad-
ditional constraints. The first type applies when the keys in both key and IV
pairs are the same for any clock-shift c¢: ([(K,IV1),(K,IV3)],¢) and the sec-
ond type applies when both times the same IV is used for any clock-shift c:
([(K1,1IV), (Ka,IV)],c). In both cases the fixed 2"? key or IV leads to 80 ad-
ditional equations which account for the occurrence of all 80-bit of key or IV
resulting in overdefined systems with 208 equations and 160 variables. For both
types the systems are not likely to be solvable for any reasonably small amount
of shift. As a result of the 48 extra equations the chance for such system to have
a solution is about 2748, We computed that for the first 31 instances (clock-shifts
111 up to 142) these systems have no solution.

5 We guessed these bits to get a solution from Magma in a reasonable amount of time.
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Conclusion

In this paper we have described sliding properties of Salsa20 and Trivium which
lead to distinguishing, key recovery and related-key attacks on these ciphers. We
also show that Salsa20 does not offer 256-bit security due to a simple birthday
attack on its 384-bit state. Since the likelihood of falling in our related key
classes by chance is relatively low (2256 out of 23% for Salsa20, 239 out of 289
for Trivium) these attacks do not threaten most of the real-life usage of these
ciphers. However designer of protocols which would use these primitives should
be definitely aware of these non-randomness properties, which can be exploited
in certain scenarios.
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A Salsa20 System of Equations for a Slid Pair

Word equations given by the equations S’

1. ky=ks® ((o0+ks) K 7)
2. ki =co® ((ko+00) K 9)
8. kb =ks® ((K + ko) < 13)
4. oo=o00® ((ky+Fk1) < 18)
5. np=c® ((o1+ko) K7)
6. nj=ke®((np+o01)<K9)
7. Ky =ko® ((n} +np) < 13)
8. o1 =01®((ki+n)) K 18)
9. ki=kr®((o2+n0) KT)
10. C{):]ﬂ@((kﬁl-f—dz) K 9)
11. ¢; =no® ((ch + ki) <« 13)
12. 02 =02 ® ((c} + c)) K 18)
18. ki =ko® ((03+ka) K 7)
14. ké =n; P ((ké + 0'3) < 9)
15. kb = ks ® ((kg + k5) << 13)
16. 03 = 03 ® ((k7 + k) < 18)

17.
18.
19.
20.

21.
22.
23.
24.

25.
26.
27.
28.

29.
30.
31.
32.

zh =24 @ ((
zh = z3 D ((
33/324312@(
zo = x0 @ ((
vy = 29 @ ((
93/7:$13€9(
zy = x1 @ ((
x5 = x5 ((

/

(

z13 = 27 ® ((z12 + 215
(
(

F(S) and X' = F(X).

o+ z12) K 7)

z) 4 x0) K 9)

(zh + 7)) < 13)
x5 + 25) K 18)

z5s + 1) K T7)

(6 + x5) K 9)

zh + x6) <K 13)

z) + a7) K 18)
zh = 214 @ ((T10 + T6) <K 7)
zg = 22 ® ((z11 + 210) K 9)
Ty = x6 @ ((x5 + 211) <K 13)
zho = z10 ® ((z5 + 7§) < 18)
o =23 ® ((z15 + 211) K 7)

) kK 9)
2y = 211 ® (213 + 712) K 13)
zhs = z15 @ ((wha + 213) K 18)

Word equations given by the feedforward for the key-stream words of the 15t
and 2°¢ starting state.

33.
34.
35.
36.

37.
38.
39.
40.

20 = xo + 00
z1 = x1 + ko
za=x2+ k1
z3 = T3 + k2
z4 =74+ k3
25 = T5 + 01
26 = Te + No
Zr =x7+m

41.
42.
43.
44.

45.
46.
47.
48.

z8 = X8 + Co
Z9 = X9 + C1
Z10 = T10 + 02
z11 = 211 + ka

z12 = T12 + k5
213 = T13 + ke
214 = T14 + k7
Z15 = T15 + 03

49.

51.
52.

53.
54.
55.
56.

/ !
Zo = To + 00

! ’
2y =21+ kg

2h = xh + ki
23 = x% + k)
2y =y + kb
25 = x5 + o1
z()-:x{)-+n6
2h = xh +n}

57.
58.
59.
60.

61.
62.
63.
64.

25 = x5 + ¢

z9 =y + ¢}

2ho = 2ho + 02
211 = xh1 + ki
212 = Tha + k3
213 = T3 + kg
2y = 1 + k7
Z15 = @15 + 03
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Abstract. In cryptology we commonly face the problem of finding an unknown
key K from the output of an easily computable keyed function F'(C, K) where
the attacker has the power to choose the public variable C. In this work we focus
on self-synchronizing stream ciphers. First we show how to model these primi-
tives in the above-mentioned general problem by relating appropriate functions F'
to the underlying ciphers. Then we apply the recently proposed framework pre-
sented at AfricaCrypt’08 by Fischer €t. al. for dealing with this kind of problems
to the proposed T-function based self-synchronizing stream cipher by Klimov and
Shamir at FSE’05 and show how to deduce some non-trivial information about
the key. We also open a new window for answering a crucial question raised by
Fischer et. al. regarding the problem of finding weak IV bits which is essential
for their attack.

Keywords: Self-synchronizing Stream Ciphers, T-functions, Key Recovery.

1 Introduction

The area of stream cipher design and analysis has made a lot of progress recently, mostly
spurred by the eStream [|6] project. It is a common belief that designing elegant strong
synchronizing stream ciphers is possible, however, it is harder to come up with suitable
designs for self-synchronizing ones. Despite numerous works on self-synchronizing
stream ciphers in the literature, there is not yet a good understanding of their design
and cryptanalytic methods. Many self-synchronizing stream ciphers have shown not
to withstand cryptanalytic attacks and have been broken shortly after they have been
proposed. In this work we show how to model a self-synchronizing stream cipher by a
family of keyed functions F'(C, K). The input parameter C, called the public variable,
can be controlled by the attacker while the input K is an unknown parameter to her
called the extended key; it is a combination of the actual key used in the cipher and
the unknown internal state of the cipher. The goal of the attacker would be to recover
K or to get some information about it. The problem of finding the unknown key K,
when access is given to the output of the function F'(C, K) for every C' of the attacker’s
choice, is a very common problem encountered in cryptography. In general, when the
keyed function F' looks like a random function, the best way to solve the problem is
to exhaust the key space. However, if F' is far from being a random function there
might be more efficient methods. Recently, Fischer €t. al. [7] developed a method to
recover the key faster than by exhaustive search in case F' does not properly mix its

D.R. Chowdhury, V. Rijmen, and A. Das (Eds.): INDOCRYPT 2008, LNCS 5365, pp. 15-26 2008.
(© Springer-Verlag Berlin Heidelberg 2008
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input bits. The idea is to first identify some bits from C referred to as weak public
variable bits and then to consider the coefficient of a monomial involving these weak
bits in the algebraic normal form of F'. If this coefficient does not depend on all the
unknown bits of K, or it weakly depends on some of them, it can be exploited in an
attack. Having modeled the self-synchronizing stream ciphers as the above-mentioned
general problem, we consider the T-function based self-synchronizing stream cipher
proposed by Klimov and Shamir [8]] and use the framework from [7]] to deduce some
information about the key bits through some striking relations. Finding the weak public
variable bits was raised as a crucial open question in [7] which was done mostly by
random search there. In the second part of our work we try to shed some light in this
direction in a more systematic way. The recently proposed cube attack by Dinur and
Shamir [4], which has a strong connection to [7]] and the present work, also includes
some systematic procedure to find weak public variable bits.

The rest of the paper is organized as follows. In section 2] we review the method
from [[7] and try to make the connection between [4] and [7] clearer. In section [3] we
describe the self-synchronizing stream ciphers and explain how to derive keyed func-
tions F'(C, K) which suit the framework from [7]. Section [ covers the description of
the Klimov-Shamir T-function based self-synchronizing stream cipher along with its
reduced word-size versions which will later be attacked in section [5l and [6l Section
also includes our new direction of finding weak bits in a systematic way.

2 An Approach for Key Recovery on a Keyed Function

Notations. We use B = {0, 1} for the binary field with two elements. A general m-
bit vector in B™ is denoted by C = (c1, ¢2, . . ., ¢ ). By making a partition of C' into
U € B and W € B™ !, we mean dividing the variables set {c1,¢2,...,¢cm} into
two disjoint subsets {uy, ...,u; } and {wy, ..., wm,—; } and setting U = (uq, ..., u;) and
W = (wi,...,wn—;). However, whenever we write (U; W) we mean the original
vector C. For example U = (c2,¢4) and W = (c1, ¢3, ¢5) is a partition for the vector
C = (c1,¢3,¢4,¢5) and (U; W) is equal to C and not to (¢, ¢4, 1, C3, ¢5). We also use
the notation U = C'\ W and W = C \ U. A vector of size zero is denoted by §.

In this section we review the framework from [7] which was inspired by results
from [LLISL11]. Let F' : B™ x B™ — B be a keyed Boolean function which maps the
m-bit public variable C and the n-bit secret variable K into the output bit z = F'(C, K).
An oracle chooses a key K uniformly at random over B" and returns z = F(C, K)
to an adversary for any chosen C' € B™ of adversary’s choice. The oracle chooses
the key K only once and keeps it fixed and unknown to the adversary. The goal of the
adversary is to recover K by dealing with the oracle assuming that he has also the power
to evaluate F' for all inputs, i.€. all secret and public variables. To this end, the adversary
can try all possble 2" keys and filter the wrong ones by asking enough queries from the
oracle. Intuitively each oracle query reveals one bit of information about the secret key
if F" mixes its input bits well enough to be treated as a random Boolean function with
n + m input bits. Therefore, assuming log, n < m, then n key bits can be recovered
by sending O(n) queries to the oracle. More precisely if the adversary asks the oracle
n + [ queries for some integer 5 > 0, then the probability that only the unknown
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chosen key by the oracle (i.e. the correct candidate) satisfies these queries while all the
remaining 2" — 1 keys fail to satisfy all the queries is (1 — 2~ ("+)2" -1 x 1 — =277
(for 8 = 10t is about 1 — 10~3). The required time complexity is O(n2™). However, if
F extremely deviates from being treated as a random function, the secret key bits may
not be determined uniquely. It is easy to argue that F' divides B™ into J equivalence
classes Ky, Ka,...,K for some J < 27, see Lemma 1 from [7]. Two keys K’ and
K" belong to the same equivalence class iff F/(C, K’) = F(C,K") forall C' € B™. Let
n; denotes the number of keys which belong to the equivalence class K ;. Note that we
have Z;]:l n; = 2". A random key lies in the equivalence class /C; with probability
n;/2™ in which case (n — log, n;) bits of information can be achieved about the key.
The adversary on average can get Z;]:I (n — logy n;) 4 bits of information about the
n key bits by asking enough queries. It is difficult to estimate the minimum number of
needed queries due to the statistical dependency between them. It highly depends on
the structure of F' but we guess that O(n) queries suffice again. However, in case where
F' does not properly mix its input bits, there might be faster methods than exhaustive
search for key recovery. We are interested in faster methods of recovering the unknown
secret key in this case.

If one derives a weaker keyed function I'(W,K) : B™~! x B® — B from F
which depends on the same key and a part of the public variables, the adversary-
oracle interaction can still go on through I this time. The idea of [7] is to derive
such functions from the algebraic expansion of F' by making a partition of the m-
bit public variable C into C = (U; W) with [-bit vector U and (m — [)-bit vector
W. Let F(C,K) = >, I'an(W,K)U* where U® = u{'u3?...u;" for the multi-
index & = (o,...,). In other words, I, (W, K) is the coefficient of U® in the
algebraic expansion of F. For every a € B!, the function I, (W, K) can serve as a
function I" derived from F'. The function corresponding to a = (1,...,1) is the co-
efficient of the maximum degree monomial. Previous works [3L[7] suggest that this
function is usually more useful. We also only focus on the maximum degree monomial
coefficient. Hence we drop the subscript « and write I'(W, K) instead of I, (W, K)
for « = (1,...,1). Inspired by the terminology of [4] we refer to U as cube vector
and to I'(W, K) as superpoly corresponding to cube vector U. Thanks to the relation
I(W,K) = @yem F((U; W), K), the adversary can still evaluate the superpoly for
any W of his choice and for the same chosen key K by the oracle. This demands that
the adversary sends 2! queries to the oracle for each evaluation of I".

In order to have an effective attack we need to have a weak superpoly function.
In [7]] several conditions were discussed under which the superpoly can be considered
as a weak function and potentially lead to an attack. Refer to [4] for more scenarios and
generalizations. In this paper we look for cube vectors U such that their superpoly does
not depend on a large number of key bits. We refer to those key bits which I'(TW, K)
does not depend on as neutral key bits. This is a special case of the third scenario in [7]
where probabilistic neutral bits were used instead. If the superpoly effectively depends
on t;, < n key bits and ¢, < m — [ public key bits, assuming these ¢; + t,, bits are
mixed reasonably well, the involved ¢; secret bits can be recovered in time 2tk by
sending O(#;2') queries to the oracle. However, if the superpoly extremely deviates
from being treated as a random function, as we already argued, it may even happen
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that the t; key bits can not be determined uniquely. In this case one has to look at
the corresponding equivalence classes to see how much information one can achieve
about the involved ¢ key bits. In sections [l and [6] we will provide some examples by
considering Klimov-Shamir’s self-synchronizing stream cipher.

2.1 Connection with Previous Works

The attack is closely related to differential [2,/9] and integral [10./3] kind of attacks,
and the recent cube attack [4)]. For [ = 0 we have U = () and W = C and hence
I' = F, that is we are analyzing the original function. For ! = 1 let’s take U = (¢;) and
W = C\ (¢;) for some 1 < ¢ < m. In this case we are considering a variant of (trun-
cated) differential cryptanalysis, that is we have I'(W, K) = F(C,K) & F(C & AC, K)
where AC' is an m-bit vector which is zero in all bit positions except the i-th one.
For bigger [, this approach can be seen as an adaptive kind of higher order differential
cryptanalysis. A more precise relation between the framework in [7] and (higher order)
differential cryptanalysis seems to be as follows: The superpoly I"(W, K), which com-
putes the coefficient of the maximum degree monomial, is computed as the sum of all
outputs F'(C, K) where C' = (U; W) has a fixed part W and U varies over all possible
values. This is what is also done in (higher order) differential cryptanalysis. However,
in applications of the framework in [[7], the values for W are often chosen adaptively.
By adaptively we mean that a stronger deviation from randomness is observed for some
specific choices for W (e.g. low weight W’s) or even a specific value for W (e.9. W =
0). Whereas in most applications of (higher order) differential cryptanalysis, specific in-
put values are of no favour. The recently proposed cube attack by Dinur and Shamir [4]
still lies in the second scenario (condition) proposed in [7]], having had been inspired by
the earlier work by Vielhaber [12]. In [7]] the public variable C' was the Initial Vector
of a stream cipher and the cube variables were called weak |V bits whenever the de-
rived function I" turned out to be weak enough to mount an attack. This concept can
be adapted according to each context depending on the public variable (weak cipher-
text bits, weak plaintext bits, weak message bits, €tC). In general the terminology weak
public variables can be used. On the whole, it is not easy to find week public variables.
While [4] uses a more systematic procedure, [[7] uses random search over cube vectors.
In section[6 we will also take kind of systematic method. Another point which is worth
mentioning is that cube attack [4] nicely works with complexity O(n2¢~1) if I is a
random function of degree d in its m + n input bits. In this case the superpoly corre-
sponding to any cube vector of size d — 1 is weak, since it is a random linear function
in key bits and remaining public variables.

3 Self-Synchronizing Stream Ciphers

A self-synchronizing stream cipher is built on an output filter O : K x § — M and a
self-synchronizing state update function (see Definition[I) i : M x K xS — M, where
S, K and M are the cipher state space, key space and plaintext space. We suppose that
the ciphertext space is the same as that of the plaintext. Let ' € K be the secret key,
and {5;}5°,, {pi}2, and {¢;}5°, denote the sequences of cipher state, plaintext and
ciphertext respectively. The initial state is computed through the initialization procedure
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as So = Z(K, IV) from the secret key K and a public initial value V. The ciphertext
(in an additive stream cipher) is then computed according to the following relations:

Ci:pi®O(K75i)v (1)
Siy1 =U(c;, K, S;). 2

Definition 1. [8] (SSF) Let {¢;}5°, and {¢;}52, be two input sequences, let S, and
S, betwo initial states, and let K bea common key. Assume that the function 2/ is used
to update the state based on the current input and the key: S;+1 = U(c¢;, K, S;) and
Siy1 = U(¢;, K, S;). The function I/ is called a self-synchronizing function (SSF) if
equality of any r consecutive inputs implies the equality of the next state, where r is
some integer, i.e.:

Ci = Ciyonry Cigr—1 = Cigr—1 = Sigr = Sigr. 3)

Definition 2. The ” resynchronization memory” of a function ¢, assuming it is a SSF,
istheleast positive value of r such that Eq.[3 holds.

3.1 Attack Models on Self-Synchronizing Stream Ciphers

There are two kinds of attack on synchronizing stream ciphers: distinguishing attacks
and key recovery attackdl]. The strongest scenario in which these attacks can be applied
is a known-keystream attack model or a chosen-1V-known-keystreamattack if the cipher
uses an IV for initialization. It is not very clear how applying distinguishing attacks
make sense for self-synchronizing stream ciphers. However, in the strongest scenario,
one considers key recovery attacks in a chosen-ciphertext attack model or in a chosen-
I V-chosen-ciphertext attack if the cipher uses an IV for initialization.

In this paper we only focus on chosen-ciphertext attacks. Our goal as an attacker is
to efficiently recover the unknown key K by sending to the decryption oracle chosen ci-
phertexts of our choice. More precisely, we consider the family of functions {H; : M®x
KxS8 — M|i=1,2,...r}, where r is the resynchronization memory of the cipher and
Hiler, ... e, K, 8) = O(K,Gi(er,...,ci, K, S)), where G; : M! x K xS — Sis
recursively defined as G, 1 (c1,...,¢i, ciy1, K, S) = U(cit1, K, Gi(ca, ..., ¢, K, S))
with initial condition G; = U.

Note that due to the self-synchronizing property of the cipher H,(c1, ..., ¢, K,S)
is actually independent of the last argument .S, however, all other » — 1 functions depend
on their last input. The internal state of the cipher is unknown at each step of operation
of the cipher but because of the self-synchronizing property of the cipher it only depends
on the last r ciphertext inputs and the key. We take advantage of this property and force
the cipher to get stuck in a fixed but unknown state S* by sending the decryption oracle
ciphertexts with some fixed prefix (c*,,,...,c* ) of our choice. Having forced the
cipher to fall in the unknown fixed state S*, we can evaluate any of the functions H;,
i=1,2,...,r, atany point (¢1,...,¢;, K,S*) for any input (cy, ..., ¢;) of our choice

! One could also think of state recovery attack in cases in which the synchronizing stream cipher
is built based on a finite state machine and the internal state does not easily reveal the key.
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by dealing with the decryption oracle. To be clearer let z = H;(c1,...,¢;, K,S*). In

order to compute z for an arbitrary (cy,...,c;), we choose an arbitrary c 11 € M
and ask the decryption oracle for (p—_,41,--.,P—1,P0, - - -, Pi+1)— the decrypted plain-
text corresponding to the ciphertext (c*,.,,...,cg, ¢1,...,¢;,C;p ). We then set z =

Pit1 Bl

To make notations simpler, we merge the unknown values X and S* in one unknown
variable K = (K,S*) € K x S, called extended unknown key. We then use the sim-
plified notation F;(C,K) = H;(cy,..., ¢, K,S*) : M? x (K x §) — M where
C= (Cl,...,Ci).

4 Description of the Klimov-Shamir T-Function Based
Self-Synchronizing Stream Cipher

Shamir and Klimov [8] used the so-called multiword T-functions for a general method-
ology to construct a variety of cryptographic primitives. No fully specified schemes
were given, but in the case of self-synchronizing stream ciphers, a concrete example
construction was outlined. This section recalls its design. Let <<, +, X, @ and V
respectively denote left rotation, addition modulo 254, multiplication modulo 254, bit-
wise XOR and bit-wise OR operations on 64-bit integers. The proposed design works
with 64-bit words and has a 3-word internal state S = (sg, s1, SQ)T. A 5-word key
K = (ko, k1, ko, ks, k4) is used to define the output filter and the state update function
as follows:

O(K,S) = ((so @ s2 @ k3) << 32) x (((s1 ® ka) << 32) V 1), 4)
and
(st @ sh) V1)@ ko)
Ule, K, 8) = | (b sp) v @ k)* | 4 ®)
(she s V1)@ k)’
where
sp=so®dc
sh =81 — (e 21) (6)

sh =82 ® (c K 43).

Generalized Versions. We also consider generalized versions of this cipher which use
w-bit words (w even and typically w = 8,16, 32 or 64). For w-bit version the number
of rotations in the output filter, Eq. [l is ¢ and those of the state update function, Eq.[6l
are [ 4] and [ %’], [#] being the closest integer to x.

It can be shown [8]] that the update function ¢/ is actually a SSF whose resynchro-
nization memory is limited to w steps and hence the resulting stream cipher is self-
synchronizing indeed. Our analysis of the cipher for w = 8, 16, 32 and 64 shows that
it resynchronizes after r = w — 1 steps (using w(w — 1) input bits). It is an open question
if this holds in general.
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Remark 1. In [8]] the notation (ko, k1, k2, ko, ki) is used for the key instead of the
more standard notation (ko, k1, k2, k3, k4). The authors possibly meant to use a 3-word
key (ko, k1, k2) by deriving the other two key words (ko and k{, in their notations
corresponding to k3 and k4 in ours) from first three key words. However, they do not
specify how this must be done if they meant so. Also they did not introduce an ini-
tialization procedure for their cipher. In any case, we attack a more general situation
where the cipher uses a 5-word secret key K = (ko, k1, k2, k3, k4) in chosen-ciphertext
attack scenario. Moreover, for the 64-bit version the authors mentioned the best attack
we are aware of this particular example [64-bit version] requires O(2°%) time”, without
mentioning the attack.

5 Analysis of the Klimov-Shamir T-Function Based
Self-Synchronizing Stream Cipher

Letw (w = 8,16, 32 or 64) denote the word size and r = w—1 be the resynchronization
memory of the w-bit version of the Klimov-Shamir self-synchronizing stream cipher.
Let B = {0,1} and B,, denote the binary field and the set of w-bit words respectively.
Following the general model of analysis of self-synchronizing stream ciphers in sec-
tion[3.1] we focus on the family of functions 7;(C,K) : B{, xB® — B,,i=1,2,...,r
where C' = (c1,...,¢) and K = (K, S*) = (ko, k1, k2, ks, k4, s§, s, s5). We also look
at a word b as an w-bit vector b = (bo, ..., b,_1), by being its LSB and b,,_1 its MSB.
Therefore any vector A = (ag,a1,...,ap—1) € BP could be also treated as a vec-
tor in BP*“ where the (iw + j)-th bit of A is a; ;, the j-th LSB of the word a;, for

1=0,1,...,p—land j = 0,1,...,w— 1 (we start numbering the bits of vectors from
ZEero).
Now, forany i =1,...,7and j = 0,...,w — 1 we consider the family of Boolean

functions F; ; : B™ x B® — B which maps the iw-bit input C and the 8w-bit extended
key K into the j-th LSB of the word F;(C, K). Any of these keyed functions can be
put into the framework from [7] explained in section [2l The next step is to consider a
partitioning C' = (U; W) with [-bit segment U and (iw — [)-bit segment W to derive
the (hopefully weaker) functions I'”; : B*~! x B% — B where I}7; is the superpoly
in F; ; corresponding to the cube vector U. Whenever there is no amblgulty we drop
the superscript or the subscripts. We may also use FU [w] in some cases to emphasize
the word-size. We are now ready to give our sunulatlon results.

Note: Instead of giving giving the variables of cube vector U we give the bit num-
bers. For example for w = 16, the set {0, 18, 31, 32} stands for the cube vector U =
(1,0, €2,2,C2,15, €3,0)-

Example 1. For all possible common word sizes (w = 8,16, 32 or 64) we have been
able to find some 7, j and U such that I" is independent of W and only depends on three
key bits ko0, k1,0 and k3 o. Table 1 shows some of these quite striking relations. We
also found relations F{ }[8] =1+ ko and I—‘l{’f(i),7,8,9,10} [16] = 1+ ko, involving only
one key bit. For w = 64 the three relations in Table 1 give 1.75 bits of information
about (koﬁ(), kl,O; kg)o).
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Table 1. Simple relations on three key bits (ko,o0, k1,0, k2,0)

w
8
16 3
16 3

i
2

0
0
0

3250

64110
64110
64120

U

{10}
{11}

{21}
{42}
{20}

i)
1+ ko,0k1,0 + ko,0k2,0 + k1,0k2,0
1+ ko,ok1,0 + k2,0 + ko,0k1,0k2,0
1+ ko,0 + k1,0k2,0 + ko,0k1,0k2,0
1+ ko,0k1,0 + k2,0 + ko,0k1,0k2,0
3216 0 {96,97,98} 1 + koo + k2,0 + ko,0k2,0

1+ ko,ok1,0 + k2,0 + ko,0k1,0k2,0
1+ ko,0 + k1,0k2,0 + ko,0k1,0k2,0
1+ ko,0k1,0 + ko,0k2,0 + k1,0k2,0

A more detailed analysis of the functions I'”; [w] (W, K) for different values of i, j and
U reveals that many of these functions depend on only few bits of their (iw — [)-bit
and 8w-bit arguments. Let ¢,, and ¢, respectively denote the number of bits of W and
K which I" effectively depends on. In addition let ¢} out of ¢; bits come from K and

the remaining ¢, = ¢, — ¢}, bits from S* (remember K =

values for some of these functions.
Having in mind what we mentioned in section 2] and being too optimistic, we give

the following proposition.

(K,S*)). Table 2 shows these

Table 2. Effective number of bits of each argument which I" depends on. Note that the functions
having the same number of effective bits do not necessarily have the same involved variables.

w
8
16
32
64
8
16
32
64
8
8
16
16
16
16

N W W R R e

7

J
0
0
0
0
0
0
0
0
0
0
0
0
0

0

32150
32150
32150
64310
64310
64 31 0 {129,130} 84
64 31 0 {150,151} 84

{1}
{u}
{u}
{u}
{8}
{18}
{16}
{34}
(33,34}
(38,39}
{32}
{66}
(76,77}
{64}
{130}

ti
20
40
80
160

88

tw
8
16
32
64
5
11
23
51
6
7
58
52
33
30
293
279
231

1274 89
1243 88
1158 84
1155 84

1y, ts
9 11
1723
33 47
65 95
3 6
6 12
14 28
30 60
4
5
17
16
12
12
41
40
36

OO O OO OO OO O oo

comment

§<u<10
16 <u <20
32 < u < 42
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Proposition 1. If afunction FU israndom+-looking enough, recovering the ¢, unknown
bits of the extended key takes expected timei x ¢, x 201,

The unity of time is processing one ciphertext word of the underlined self-synchronizing
stream cipher. The factors 2! and i come from the following facts: computing I" from
F; needs 2! evaluations of F; (remember I',(W,K) = @y g Fij(U; W),K)) and
computing JF; needs ¢ iterations of the c1pher

Even if the ideal condition of Proposition 1 is not satisfied, the only thing which is
not guaranteed is that the ¢; involved unknown bits are uniquely determined. Yet some
information about them can be achieved. Refer to the note in section [2] regarding the
equivalence classes.

Example 2. Take the relation I é{o }[8](W K) from Table 2. This particular function
depends on tp = 5 bits (ko 0, k() 1, kl 0, kg 0, kg 1) of the key and on t,, = 7 bits
(c1,4,€1,5,C1,6,C2,0, C2.1, C2,5, C2,6) Of the ciphertext. The ANF of this function is:

Fgl{})g} [8] = 1+ ko,0ko,1 + ko,oko,1k2,0 + k2,0ka1 + kooc14+
ko,0k2,0c1,4 + Ko,0k1,0c1,5 + ko,0k1,0k2,0c1,5+
kooc1,6 + ko,0k2,0¢1,6 + k2,0c2.0 + ko,0k2,0¢2,0+ @)
k2,0c2,1 + 2,021 + Ko,0C2,0c2,1 + k2,0C2,0C2,1+
ko,0k2,0C2,0c2,1 + k1,0k2,0C2,5 + k2,0C2,6-

This equation can be seen as a system of 2t« = 128 equations versus ¢, = 5 unknowns.
Our analysis of this function shows that only 48 of the equations are independent which
on average can give 3.5 bits of information about the five unknown bits (2 bits of infor-
mation for 25% of the keys and 4 bits for the remaining 75% of the keys).

Example 3. Take the relation I3 **} [16](W, K) from Table 2. This particular function
depends on ¢, = 12 key bits and on ¢,, = 33 ciphertext bits. Our analysis of this
function shows that on average about 2.41 bits of information about the 12 key bits can
be achieved (10 bits of information for 12.5% of the keys, 3 bits for 25% of the keys
and 0.67 bits about the remaining 62.5% of the keys).

Example 4. Take the relation F%{)%g’gg} [16](W, K) from Table 2. This particular function
depends on ¢, = 12 key bits and on ¢,, = 30 ciphertext bits. Our analysis of this
function shows that on average about 1.94 bits of information about the 12 key bits can
be achieved (10 bits of information for 12.5% of the keys, 3 bits for another 12.5% of
the keys and 0.42 bits for the remaining 75% of the keys).

Example 5. Take the relation - 7{7%4} [16](W, K) from Table 2. This particular function
depends on ¢, = 16 key bits and on ¢,, = 52 ciphertext bits. Our analysis of this
function shows that on average about 5.625 bits of information about the 16 key bits
can be achieved (13 bits of information for 25% of the keys, 11 bits for 12.5% of the
keys, 4 bits for another 12.5% of the keys, and 1 bit for the remaining 50% of the keys).

For larger values of ¢ we expect I to fit better the ideal situation of Proposition 1. There-
fore, we give the following claim about the security of the 64-bit version of Klimov-
Shamir’s proposal.
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Proposition 2. W\e expect each of the functions I'{ 5 ""*" [64] and I3{{5""*" [64] to
reveal a large amount of information about the corresponding ¢, = 84 involved key
bits for a non-negligible fraction of the keys. The required computational time is 31 x
84 x 22+84 ~ 292.8.

In [7] the bits of the set U were called weak 1V bits. With the same terminology, here
we call them weak ciphertext bits. How to find these weak bits was raised as an open
question in [7]. In the next section we present a systematic procedure to find weak
ciphertext bits, with the consequence of improving Proposition 21

6 Towards a Systematic Approach to Find Weak Ciphertext Bits

The idea is to start with a set U and extend it gradually. At each step we examine all the
ciphertext bits which I"V depends on, to choose an extended U for the next step which
results in a I which depends on the least number of key bits. Table 3 shows our simula-
tion results by starting from function I 1{%1} [64] from Table 2 which effectively depends
on t}, = 90 extended key bits and ¢,, = 51 ciphertext bits. Similar to Proposition[Z] one
expects each of the functions I, [64] in Table 3 to reveal a large amount of information
about the corresponding ¢, involved extended key bits (including t;. effective key bits)
for a non-negligible fraction of the keys in time #,2!***, as indicated in the last col-
umn. In particular by starting from the function in the bottom of Table 3, (the promised
large amount of information about) the involved ), = 12 key bits and ¢, = 33 internal
state bits can be gained in time 257> (for a non-negligible fraction of the keys). Notice,
that once we have the correct value for the unknown extended key for some function in
Table 3, those of the previous function can be recovered by little effort. Therefore we
present the following proposition.

Proposition 3. e expect that by starting from Fl{})’g’?’Q’“} [64] and going backwards

to Fl{f)l} [64] asindicated in Table 3, a large amount of information about the involved
tr = 90 unknown bits (including ¢}, = 30 effective key bits) is revealed for a non-
negligible fraction of the keysin time 2695 .

Remark 2. By combining the results of different functions I" one can get better results.
Finding an optimal combination demands patience and detailed examination of different
I"’s. We make this statement clearer by an example as follows. Detailed analysis of
Fg{llf)g’ 130} [64] and Fg{llzo’ 151} [64] shows that the key bits which they depend on are
{0—27,64—90,128 — 156} and {0 — 28, 64 — 90, 128 — 155}, respectively. These two
functions have respectively 27 and 28 bits in common with the 30 key bits {0—19,21 —
30} involved in (57 [64]. They also include the key bits {0,32,64} for which 1.75
information can be easily gained according to Ex.[Il Taking it altogether it can be said
that a large amount of information about the 88 key bits {0—30, 32, 64 —90, 128 — 156}
can be achieved in time 2%-5 with a non-negligible probability.

7 Conclusion

In this work we proposed a new analysis method for self-synchronizing stream ciphers
which was applied to Klimov-Shamir’s example of a construction of a T-function based
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self-synchronizing stream cipher. We did not fully break this proposal but the strong key
leakage demonstrated by our results makes us believe a total break is not out of reach.
In future design of self-synchronizing stream ciphers one has to take into account and
counter potential key leakage.

Acknowledgement. We would like to thank Martijn Stam for his helpful editorial com-
ments.
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Abstract. In this paper, the RC4 Key Scheduling Algorithm (KSA) is
theoretically studied to reveal non-uniformity in the expected number of
times each value of the permutation is touched by the indices i, j. Based
on our analysis and the results available in the literature regarding the
existing weaknesses of RC4, few additional layers over the RC4 KSA
and RC4 Pseudo-Random Generation Algorithm (PRGA) are proposed.
Analysis of the modified cipher (we call it RC4") shows that this new
strategy avoids existing weaknesses of RC4.

Keywords: Bias, Cryptography, Keystream, KSA, PRGA, RC4, Secret
Key, Stream Cipher.

1 Introduction and Motivation

RC4 is one of the most popular and efficient stream ciphers. The data struc-
ture of RC4 consists of an array S of size N (typically, 256), which contains a
permutation of the integers {0,..., N — 1}, two indices ¢ (deterministic) and j
(pseudo-random) and a secret key array K. Given a secret key key of [ bytes
(typically 5 to 32), the array K of size N is such that K[y] = key[y mod [] for
any y, 0 <y < N —1.

There are two components of the cipher: the Key Scheduling Algorithm (KSA)
that turns an identity permutation into a random-looking permutation and the
Pseudo-Random Generation Algorithm (PRGA) that generates keystream bytes
which get XOR-ed with the plaintext bytes to generate ciphertext bytes. All
additions in both the KSA and the PRGA are additions modulo N.

KSA PRGA
Initialization: Initialization:
For i =0,..., N —1 i=j =0;
S[i] = 4; Keystream Generation Loop:

j=o0; i=i+1;
j = j + Slils

Scrambling: j [4]
Fori=0,...,N—1 Swap(S[i], S[4]);
Jj = + Sli] + K[i]); t = S[i] + S[4];
Swap(S[i], S[3]); Output z = S[t];

D.R. Chowdhury, V. Rijmen, and A. Das (Eds.): INDOCRYPT 2008, LNCS 5365, pp. 27-39] 2008.
© Springer-Verlag Berlin Heidelberg 2008
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The literature on RC4 cryptanalysis is quite rich. There have been several
works on the reconstruction of the permutation looking at the keystream output
bytes [TOJ3TJ19]. Of these, the latest one [19] achieves a complexity of 2241, ren-
dering RC4 insecure with key length beyond 30 bytes. Further, knowing the per-
mutation, it is also possible to get certain information on the secret key [2312I[1].

Apart from these, there exist several other works [BI22/T3|TATHT626127] on
the weaknesses of the RC4 PRGA. However, all of these exploit the initial
keystream bytes only. According to [20], if some amount of initial keystream
bytes are thrown away, then RC4 is quite safe to use. Moreover, it is argued
in [I3J25] that many biases in the PRGA are due to the propagation of the
biases in the KSA via Glimpse Theorem [8/I5]. These biases in the keystream
would disappear, if one could remove the corresponding biases in the permuta-
tion during the KSA.

In this paper, we discuss several weaknesses of RC4 and suggest remedies to
overcome them. During last few years, there have been efforts, e.g., VMPC [35],
RC4A [27], RC4(n,m) [6] etc. on the modification of RC4 towards further im-
provement and there also exist distinguishing attacks on them [T8/3233]. This
shows that there is significant interest in the cryptographic community for anal-
ysis and design of RC4 and its modifications. However, in all of these ciphers,
the design is modified to a great extent relative to RC4. We keep the RC4 struc-
ture as it is and add a few more operations to strengthen the cipher. Thus, we
attempt to exploit the good points of RC4 and then provide some additional
features for a better security margin.

One may argue that concentrating on the eSTREAM candidates [3] is more
practical than modifying RC4. However, the eSTREAM candidates have com-
plicated structure in general and they work on word (32 bit) oriented manner.
Our goal is to keep the simple structure of RC4 and add a few steps to it to
have a byte oriented stream cipher with further strength. The existing litera-
ture on RC4 reveals that in spite of having a very simple description, the cipher
possesses nice combinatorial structures in the shuffle-exchange paradigm. Our
design retains this elegant property of RC4 and at the same time removes the
existing weaknesses.

2 Movement Frequency of Permutation Values

Before we go into the technicalities, let us introduce a few notations. We denote
the initial identity permutation by Sy and the permutation at the end of the r-th
round of the KSA by S,., 1 <r < N. Note that » = y+ 1, when the deterministic
index i takes the value y, 0 < y < N — 1. Thus, the permutation after the KSA
will be denoted by Sy. By j., we denote the value of the index j after it is

y
updated in round . Also, let f, = YW Vo4 ZK [z], that would be referred
=0

frequently in the subsequent discussions.
We observe that many values in the permutation are touched once with a very
high probability by the indices i, j during the KSA.
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Theorem 1. The probability that a value v in the permutation is touched exactly
once during the KSA by the indices i, j, is given by %\}’ -(NJQI)N_l, 0<v<N-1.

Proof. Initially, v is located at index v in the permutation. It is touched exactly
once in one of the following two ways.

1. v is not touched by any of {j1, ja2, - . ., j, } in the first v rounds. In round v+1,
when i becomes v, the value v at index v is moved to the left by j,11 due
to the swap and remains there until the end of KSA. Thus, the probability
contribution of this part is (V') 5 - (NyH)N vl = v (VDN L

2. For some t, 1 <t < v, it is not touched by any of {41, j2, ..., jt—1}; then it is
touched for the first time by j; = v in round ¢ and hence is moved to index

t—1; and it is not touched by any one of the subsequent (N —t) many j values.
v

The probability contribution of this part is z:(NJ\_,l)t_1 L (NSHN=t -

N N
N—1 =
NN
Adding the above two contributions, we get the result. a

Using similar arguments one could compute the probability that a value is
touched exactly twice, thrice and in general z times, during the KSA. However,
the computation would be tedious and complicated for > 1. A more natural
measure of this asymmetric behaviour would be the expected number of times
each value in the permutation is touched during the KSA. This is computed in
the next theorem.

Theorem 2. The expected number of times a value v in the permutation is
touched by the indices i, j during the KSA is given by E, =1+ (*N")-(Vy1)",
0<v<N-1.

Proof. Let x, ., = 1, if the value v is touched by the indices %, j in round y + 1 of

the KSA (i.e., when ¢ = y); otherwise, let 2,, =0,0 <v < N-1,0<y < N—-1.

Then the number of times v is touched by i,j during the KSA is given by
N-1

X, = Z Zy,y. In any round y+1, any value v is touched by j with a probability
y=0

]1,. To this, we need to add the probability of v being touched by 4, in order to

find P(x, , = 1). Now, v is touched by the index 7 in round y + 1, iff Sy[y] = v.

We consider three possible ways in which S,[y] can become v.

1. Case y < v. Initially, the value v was situated in index v. In order for v to
move from index v to index y < v, either v has to be touched by i and y has
to be touched by j, or vice versa, during the first y rounds. But this is not
possible, giving P(Sy[y] = v) = 0.

2. Case y = v. We would have S,[v] = v, if v is not touched by any of
{j1,J2, ..., Jv} in the first v rounds, the probability of which is (Njgl)”.

3. Case y > v. Once S,[v] = v, the swap in the next round moves the value
v to a random location jy41, giving P(Sy41[y] = v) = (Vy')Y - & For all
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y > v, until y is touched by the deterministic index 4, i.e., until round y + 1,
v will remain randomly distributed. Hence, for all y > v, P(Sy[y] = v) =

P(Syalyl =v) = y (V1)
Noting that E(x,,y) = P(zyy = 1) = 5 +P(Syly] = v), we have E,, = E(X,) =

N-1 v—1 N—-1
Y Blwey) = 1+ Y P(Sylyl = v) + P(Su[o] = v) + Y P(Syly] = v) =
y=0 y=0 y=v+1
L+ (2N7) - (My1)Y (adding the three-part contributions). O

We find that FE, decreases from 3.0 to 1.37, as v increases from 0 to 255. To
demonstrate how close the experimental values of the expectations match with
our theoretical values, we perform 100 million runs the KSA, with random key
of 16 bytes in each run. The experimental results correspond to the theoretical
formula, as summarised in the first two rows of Table[Ilin Section

In [24U1], it is shown that the probabilities P(j,+1 = Sx'[y]) increase with
increasing y. This is connected to the above decreasing pattern in the expec-
tations. In the first half of the KSA, i.e., when y is small, the values v = S[y]
are thrown more to the right with high probability by the index j,4i due to
the swap and hence are touched again either by the deterministic index ¢ or by
the pseudo-random index j in the subsequent rounds. On the other hand, in the
second half of the KSA, i.e., when y > 128, the values v = S[y] are thrown more
to the left by the index j,+1 due to the swap and hence are never touched by i
in the subsequent rounds, and may be touched by j with a small probability.

Towards designing a key scheduling algorithm in shuffle-exchange paradigm,
it is important that each value in the permutation is touched (and therefore
moved with probability almost one) sufficient number of times. In such a case, it
will be harder to guess the values of j for which a permutation byte is swapped.
In RC4 KSA, there are many permutation bytes which are swapped only once
with a high probability, leading to information leakage from Sy regarding the
secret key bytes. We keep this in mind while designing the modified KSA in the
next section.

3 Removing the Weaknesses of KSA

In this section, we first look into what are the existing weaknesses of the RC4
KSA, followed by suggestions to remove them. We propose a new version of the
KSA and study its security issues.

3.1 Existing Weaknesses

Many works have explored the RC4 KSA and discovered its different weaknesses.
Here we present an overview of these results.

(1) In [28], it was empirically shown that the probabilities P(Sn[y] = fy)
decrease from 0.37 for y = 0 to 0.006 for y = 48 (with N = 256) and beyond
that settle down to 0.0039 (~ ,4.). Later, in [23], explicit formula for these
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probabilities for all y € [0,..., N — 1] were theoretically derived. This result was
further used in [23J2I1] to recover the secret key from the final permutation Sy
after the KSA.

(2) In RC4 KSA, the update rule is j = (54 S[i]+ K[¢]). The work [23] showed
that for a certain class of update functions which update j as a function of “the
permutation S and j in the previous round” and “the secret key K7, it is always
possible to construct explicit functions of the key bytes which the permutation
at every stage of the KSA will be biased to.

(3) It has been shown in [I3] that the bytes Sn[y], SN [Sn[y]], Sn[Sn[SN[Y]]],
and so on, are biased to f,. In particular, they showed that P(Sn[Sn[y]] = fy)
decreases from 0.137 for y = 0 to 0.018 for y = 31 and then slowly settles down
to 0.0039 (beyond y = 48).

(4) Analysis in [24/T] shows that inverse permutations Sy'[y], Sx'[Sx'[¥]];
and so on are biased to j,+1, and in turn, to f,.

(5) It was shown for the first time in [I7, Chapter 6] and later investigated
further in [20025] that each permutation byte after the KSA is significantly biased
(either positive or negative) towards many values in the range 0,..., N — 1. For
eachy, 0 <y < N—2, P(Sy[y] = v) is maximum at v = y+1 and this maximum
probability ranges approximately between , (1+ 3) and , (1+ }) for different
values of y, with N = 256.

(6) The work [4] showed for the first time that RC4 can be attacked when
used in the IV mode (e.g. WEP [I1]). Subsequently, there have been series of
improvements [I5/9I30/34] in this direction, exploiting the propagation of weak
key patterns to the keystream output bytes.

3.2 Proposal for KSAT : A Revised KSA

In this section, we present a modified design (called KSA™) that removes the
weaknesses of RC4 KSA discussed in Section Bl The evaluation for such a
design is presented in Section B3l In this case, we will name the permutation
after the KSA™' as Sy+.

We propose a three-layer key scheduling followed by the initialization. The
initialization and basic scrambling in the first layer are the same as the original
RC4 KSA.

Initialization Layer 1: Basic Scrambling
Fori=0,..., N -1 Fori=0,..., N -1

S[i] = 4; Jj = (3 + S[i] + K[i]);
=0 Swap(S[i], S[5]);

In the second layer, we scramble the permutation further using IV’s. According
to [7], for stream ciphers using IV’s, if the IV is shorter than the key, then the
algorithm may be vulnerable against the Time Memory Trade-Off attack. Thus,
in this effort, we choose the IV size as the same as the secret key length. The
deterministic index ¢ moves first from the middle down to the left end and then
from the middle upto the right end. In our scheme, an [-byte IV, denoted by an
array [0, ...,l—1], is used from index J;’ —1 down to ];7 — [ during the left-ward
movement and the same IV is repeated from index g up to g] + [ — 1 during
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the right-ward movement. Here, we assume that N is even, which is usually the
case in standard RC4. For ease of description, we use an array IV of length NV
with IV [y] = 0 for those indices which are not used with IV’s.

For N = 256 and [ = 16, this gives a placement of 16 x 2 = 32 many bytes
in the middle of the I'V array spanning from index 112 to 143. This is to note
that repeating the IV bytes will create a dependency so that one cannot choose
all the 32 bytes freely to find some weakness in the system as one byte at the
left corresponds to one byte at the right (when viewed symmetrically from the
middle of an N-byte array). Further, in two different directions, the key bytes
are added with the IV bytes in an opposite order. Apart from the 2! many
operations involving the IV, the rest of NV — 2] many operations are without the
involvement of I'V in Layer 2. This helps in covering the IV values and chosen
IV kind of attacks will be hard to mount.

Layer 2: Scrambling with IV Layer 3: Zigzag Scrambling

Fori*g’—ldownto() Fory=0,...,N—1
]_(]+S[]) ( M"’IV[Z])? If _OmOdZthenz v.
Swap(S(il, S11)): Elseio N - v

Fori=Y, .. N1 ~se(z~+g[-]_+z}(f~])

) T i=(j P i]);

In the third and final layer, we perform more scrambling in a zig-zag fashion,
where the deterministic index 4 takes values in the following order: 0, 255, 1, 254,
2,253, ..., 125, 130, 126, 129, 127, 128. In general, if y varies from 0 to N — 1
in steps of 1, then i = § or N — y;l depending on y is even or odd respectively.
Introducing more scrambling steps definitely increases the cost of the cipher.
The running time of the KSA™ is around three times that of RC4 KSA, because
there are three similar scrambling layers instead of one, each having N iterations.
As the key scheduling is run only once, this will not affect the performance of
the cipher much.

3.3 Analysis of KSAT with Respect to RC4 KSA

In this section, we discuss how the new design avoids many weaknesses of the
original RC4 KSA. We performed extensive experiments to verify that KSA™ is
indeed free from the weaknesses of the RC4 KSA. In all our experiments that
are presented in this section, we use null IV, i.e., iv[y] = 0 for all y. We could
not find any weakness with such null IV as well as with randomly chosen IV’s.

Removal of Secret Key Correlation with the Permutation Bytes: Let
us first discuss on Layer 2 of the KSA+. The deterministic index ¢ is moved
from the middle to the left end so that the values in the first quarter of the
permutation, which were biased to linear combination of the secret key bytes,
are swapped. This helps in removing the biases in the initial values of Item (1)
described in Section Bl This is followed by a similar operation in the second
half of the permutation to get rid of the biases of the inverse permutation as
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described in Item (4). Next, the XOR operation helps further to wipe out these
biases. The biases considering the nested indexing mentioned in Item (3) and
Ttem (4) arise due to the biases of direct indexing. So, the removal of the biases
at the direct indices of Sy and Sg,l gets rid of those at the nested indices also.

The bias of Item (2), which is a generalization of the bias of Item (1), origi-
nates from the incremental update of j which helps to form a recursive equation
involving the key bytes. In the new design, the bit-by-bit XOR operation as well
as the zig-zag scrambling in Layer 3 prevents in forming such recursive equations
connecting the key bytes and the permutation bytes.

We could not find any correlation between Sy+[y] (also Sn+[Sn+[y]],
Sn+[Sn+[Sn+[W]]]; . ..) with f,. We believe that with our design, it is not possi-
ble to get correlation of the permutation bytes with any function combining the
secret key bytes.

In Section 2] the relation between the biases of the inverse permutation and
the movement frequency of the permutation values has been discussed in detail.
The following experimental results show that, such weaknesses of RC4 KSA are
absent in our design. Averaging over 100 million runs of KSA™ with 16 bytes
key in each run, we find that as v increases from 0 to 255, F, decreases from
4.99 to 3.31 after the end of Layer 2 and from 6.99 to 5.31 after the end of
Layer 3. Table [l shows the individual as well as the incremental effect of each of
Layer 2 and Layer 3, when they act upon the identity permutation Sy and the
permutation Sy obtained after Layer 1. The data illustrate that the effect of
Layer 2 or Layer 3 over identity permutation Sy is similar as Layer 1. However,
after Layer 1 is over (when we have somewhat random permutation Sy coming
out of RC4 KSA), each of Layer 2 and Layer 3 individually enforces each value
in the permutation to be touched uniformly (approximately twice) when the
average is considered over many runs.

Table 1. Average, Standard Deviation, Maximum and Minimum of the expectations
FE, over all v between 0 and 255. Here Lr means Layer r, r = 1,2, 3.

avg sd  maz min

+ Theory 2.0025 0.4664 3.0000 1.3700

RO4 KSA (KSA™ L)  poociiment  2.0000 0.4655 2.9959 1.3686
I . L2 on Sg 2.0000 0.4658 2.9965 1.3683
KSAT L2 (Experiment) 15 o g 2.0000 0.0231 2.0401 1.9418
L1 + L2 4.0000 0.4716 4.9962 3.3103

L3 on Sg 2.0000 0.4660 3.0000 1.3676

+ .
KSAT L3 (Experiment) 13 on g 2.0000 0.0006 2.0016 1.9988

L1 + L2 + L3 6.0000 0.4715 6.9962 5.3116

Uniform values of the expectations can be achieved easily with normal RC4,
by keeping a count of how many times each element is touched and performing
additional swaps involving the elements that have been touched less number of
times. However, this will require additional space and time. In normal RC4, many
permutation elements are touched only once (especially those towards the right
end of the permutation), leaking information on j in the inverse permutation.
Our target is to prevent this by increasing the number of times each element is
touched, without keeping any additional space such as a counter. The data in
Table [[l show that this purpose is served using our strategy.



34 S. Maitra and G. Paul

How Random is Sy+: Now we present experimental evidences to show how
the biases of Item (5) in RC4 KSA are removed. We compare the probabilities
P(S[u] = v) for 0 < u,v < 255 from standard KSA and our KSA*T. All the
experiments are performed with 100 million runs, each with a randomly chosen
secret key of length 16 bytes and null IV.

Experimental results show that there exists some non-uniformities after Layer
2, which is completely removed after Layer 3. The maximum and minimum values
of the probabilities as well as the standard deviations summarised in Table
elaborate this fact further.

Table 2. Average, Standard Deviation, Maximum and Minimum of the Probabilities
P(S[u] = v) over all u and v between 0 and 255. Note that . = 0.003906 for N = 256.

avg sd maz min
Theory [25} Theorem 1] 0.003901 0.000445 0.005325 0.002878

RC4 KSA Experiment 0.003906 0.000448 0.005347 0.002444
KSA+ (Bxoeriment After Layer 2 0.003906 0.000023 0.003983 0.003803
(Experiment) After Layer 3 0.003906 0.000006 0.003934 0.003879

In [I7, Page 67], it was mentioned that the RC4 KSA need to be executed
approximately 6 times in order to get rid of these biases. Whereas, in our case,
we need to run KSA effectively 3 times.

On Introducing the IV’s: The IV-mode attacks, mentioned in Item (6) of
Section B.I] succeed because in the original RC4, IV’s are either prepended or
appended with the secret key. As the Layer 2 shows, in KSA™, we use the IV’s in
the middle and also the corresponding key bytes are added in the updation of j.
In Layer 2, 2l many operations involve IV values, but N — 2! many operations do
not. Moreover, after the use of IV, we perform a third layer of zig-zag scrambling
where no use of IV is made. This almost eliminates the possibility of chosen IV
attack once the key scheduling is complete.

SSL protocol bypasses the WEP attack [4] by generating the encryption keys
used for RC4 by hashing (using both MD5 and SHA-1) the secret key and the
IV together, so that different sessions have unrelated keys [29]. Since our KSA™
is believed to be free from the IV-weaknesses, it can be used without employing
hashing. Thus, the cost of hashing can be utilized in the extra operations in
Layer 2 and Layer 3. This conforms to our design motivation to keep the basic
structure of RC4 KSA and still avoid the weaknesses.

On Retaining the Standard KSA in Layer 1: One may argue that Layer
1 is not necessary and Layer 2, 3 would have taken care of all the existing
weaknesses of RC4. While this may be true, these two layers, when operated on
identity permutation, might introduce some new weaknesses not yet known. It is
a fact that RC4 KSA has some weaknesses, but it also reduces the key correlation
with the permutation bytes and other biases at least to some extent compared
to the beginning of the KSA. In the process, it randomizes the permutation to
a certain extent. The structure of RC4 KSA is simple and elegant and easy to
analyze. We first let this KSA run over the identity permutation, so that we
can target the exact biases that are to be removed in the subsequent layers. In
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summary, we wanted to keep the good features of RC4 KSA, and remove only
the bad ones.

We evaluated the performance of our new design using the eSTREAM testing
framework [3]. The C-implementation of the testing framework was installed
in a machine with Intel(R) Pentium(R) 4 CPU, 2.8 GHz Processor Clock, 512
MB DDR RAM on Ubuntu 7.10 (Linux 2.6.22-15-generic) OS. A benchmark
implementation of RC4 is available within the test suite. We implemented our
modified RC4, which we call RC47, that incorporates both KSAt and PRGAT,
maintaining the API compliance of the suite. Test vectors were generated in the
NESSIE [21] format.

Tests with 16 bytes secret key and null IV using the gce default O3-ual-ofp
compiler report 16944.70 cycles/setup for RC4 KSA and 49823.69 cycles/setup
for the KSAT of RC4T. Thus, we can claim that the running time of our KSAT

is approximately ‘fggﬁ:?g = 2.94 times than that of the RC4 KSA.

4 PRGAT: Modifications to RC4 PRGA

There are a number of important works related to the analysis of the RC4 PRGA.
The main directions of cryptanalysis in this area are

(1) finding correlations between the keystream output bytes and the secret
key [2822IT3] and key recovery in the IV mode [4IT5/9J30U34] (these exploit the
weaknesses of both the KSA and the PRGA),

(2) recovering the RC4 permutation from the keystream output bytes [T0/31T9]
and

(3) identifying distinguishers [T427/16].

In Section [3.2] we proposed KSA™ in such a manner that one cannot get
secret key correlations from the permutation bytes. This guarantees that the
keystream output bytes, which are some combination of the permutation bytes,
cannot have any correlation with the secret key. As argued in Section B3] IV’s
are used in such a way, that they cannot be easily exploited to mount an attack.
So we target the other two weaknesses, enlisted in Item (2) and (3) above, in
our design of PRGA™.

For any byte b, by (respectively b7 ) denotes the byte after right (respectively
left) shifting b by n bits. For r > 1, we denote the permutation, the indices i, j
and the keystream output byte after round r of the PRGA (or PRGA™) by S&,
i%, j¢ and z, respectively.

The main idea behind this design of PRGA™ is masking the output byte such
that it is not directly coming out from any permutation byte. Two bytes from
the permutation are added modulo 256 (a nonlinear operation) and then the
outcome is XOR~ed with a third byte (for masking non-uniformity). Introducing
additional S[t'], S[t"], over the existing S[t] in RC4, makes the running time of
PRGA™ more than that of RC4 PRGA. Note that the evolution of the permu-
tation S in PRGA™ stays exactly the same as in RC4 PRGA. We introduce a
constant value 0z AA (equivalent to 10101010 in binary) in ¢’, as without this, if
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4 becomes 0 in rounds 256, 512, ... (i.e., when i® = 0), then ¢ and ¢’ in such a
round become equal with probability 1, giving an internal bias.

PRGA™
RC4 PRGA Initialization:
Initialization: i=37=0;
i=35=0; Keystream Generation Loop:
Keystream Generation Loop: t=1+1;
i=i+1; J=3J+5li;
j =3+ Sl Swap(S[il, STj));
Swap(Slil, Sj)); t = S[i] + S[jl;
t = S[i] + S[jl; ¢ = (S[ih @ 3] + ST ® j3) @ 0rAA;
Output z = S[t; t" =3+ S[j];

Output z = (S[t] + S[t']) ® S[t"];

Resisting Permutation Recovery Attacks: The basic idea of cryptanalysis
in [19] is as follows. Corresponding to a window of w+ 1 keystream output bytes,
one may assume that all the j’s are known, i.e., jﬁjﬁrh .. 7jTG+w are known.
Thus w many S&[i¢] will be available from ;< ; — j&. Then w many equations of

the form S¢ ' [2,] = SC[i¢]+ SC[j¢] will be found where each equation contains
only two unknowns. The idea of [10] (having complexity around 2779 to 2797)
actually considered four unknowns ¢, S9[i%], S¢[;%], S¢ ' [z].

Our design does not allow the strategy of [19] as SY[SY[i%] + SY[;¢]] is
not exposed directly, but it is masked by several other quantities. To form the
equations as given in [I9], one first needs to guess S¢[t], S¢[t'], SY[t"] and looking
at the value of z, there is no other option than to go for all the possible choices.
The same permutation structure of S in RC4™ can be similarly exploited to get
the good patterns [I9, Section 3], but introducing additional ¢, ¢”, we ensure the
non-detectability of such a pattern in the keystream and thus the idea of [I9]
Section 4] will not work.

Information on permutation bytes is also leaked in the keystream via the
Glimpse Main Theorem [][15], which states that during any PRGA round,
P(S[j] =i—z) = P(S[i] = j — z) & 5. The assumption i = S[i] + S[j] hold
with a probability A, leading to the bias P(S[j] =i—z)= {14+ (1— 5)- p =
r— N2 & ». To obtain such biases in PRGA™, one need to have more assump-
tions of the above form. Thus, Glimpse like biases of PRGA™, if at all exist,
would be much weaker.

Resisting Distinguishing Attacks: In [I4], it was proved that P(z2 = 0) = §
instead of the uniformly random case of ]1, This originates from the fact that
when Sy[2] = 0 and Sn[1] # 2 after the KSA, the second keystream output
byte zo takes the value 0. Based on this, they showed a distinguishing attack
and a ciphertext-only attack in broadcast mode. We avoid this kind of situation
in our design. As a passing remark, we like to present an experimental result.
Hundred million secret keys of length 16 byte are generated and 1024 rounds
of PRGA are executed for each such key. The empirical evidences indicate that
Pz =v)= 4, 1<r<1024,0<v < N —1.
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In the work [27], it was observed that P(z1 = 22) = A — y2, which leads
to a distinguishing attack. Even after extensive experimentation, we could not
observe such bias in the keystream output bytes of PRGA™T. The same experi-
ment described above supported that P(z, = z,+1) is uniformly distributed for
1 <r<1023.

In [I6], it has been shown that getting strings of pattern ABTAB (A, B are
bytes and T is a string of bytes of small length G, say G < 16) are more probable
in RC4 keystream than in random stream. In uniformly random keystream, the
probability of getting such pattern irrespective of the length of T is ]\}2. It has
been shown in [I6, Theorem 1] that for RC4, the probability of such an event

—4—8G

is ]\}2 (1+°¢ 5 ), which is above ]\}2, but less than ]\}2 + ]\}3. This result is

based on the fact that the permutation values in locations that affect the swaps
and the selection of output bytes in both pairs of rounds that are G-round
apart, remain unchanged with high probability during the intermediate rounds.
The permutation in PRGA™T evolves in the same way as RC4 PRGA, but the
keystream output generation in PRGAT is different, which does not allow the
pattern AB to propagate down the keystream with higher probability for smaller
interval lengths (G). In [16], 2! keystreams of size 224 each were used to observe
these biases effectively. The simulation on PRGA™ reveals that it is free from
these biases.

We now present the software performance analysis of PRGAT using the
same specifications as described at the end of Section The stream en-
cryption speed for RC4 and RC4" turned out to be 14.39 cycles/byte and
24.51 cycles/byte respectively. Thus, we can claim that the running time of
one round of our PRGA™ is approximately ﬁ:gé = 1.70 times than that of RC4
PRGA.

5 Conclusion

Though RC4 can be stated in less than ten lines, newer weaknesses are being
discovered every now and then even after twenty years of its discovery. This
raises the need for a new design of a stream cipher, which would be as simple
as the description of RC4, yet devoid of the existing weaknesses of RC4. This is
the target of this paper. We present a three-layer architecture of the scrambling
phase after the initialization, which removes many weaknesses of the KSA. We
also add a few extra steps in the PRGA to strengthen the cipher. Experimental
results also support our claim. An extended version of this paper is available in
TACR Eprint Server [12], that contains some relevant graphs which could not fit
here due to space constraints.

Even after our arguments and empirical evidences, the security claim of RC4™
is a conjecture, as is the case with many of the existing stream ciphers. We could
not observe any immediate weakness of the new design and the cipher is subject
to further analysis.
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Abstract. A new bias is detected in the key scheduling algorithm of
RC4 and a novel framework that advantageously combines this new bias
with the existing ones is proposed. Using the new bias, a different algo-
rithm is proposed to retrieve the RC4 key given the state table. The new
method not only improves the success probability but also provides a
more efficient way of calculation in comparison with the previous meth-
ods for any key size. The efficiency of the algorithm is demonstrated
experimentally. If the key length is 40 bits, the secret key is retrieved
with a 99% success rate in 0.007 seconds. The success probability for
retrieving the 128 bit RC4 key is also increased significantly. 128-bit key
can be retrieved with 3% success rate in 185 seconds and 7.45% success
rate in 1572 seconds on a 2.67GHz Intel CPU.

Keywords: RC4, Stream Cipher, Cryptanalysis, Key Scheduling Algo-
rithm, State Table.

1 Introduction

RC4 is one of the most famous stream ciphers which was designed by Ron Rivest.
It is introduced in 1987 but the algorithm is kept secret until its description is
anonymously published on the Cypherpunks mailing list [I] in 1994.

After its first release, RC4 stream cipher became very popular especially in
software. In the past twenty years it is mostly used in some popular protocols
such as SSL (Secure Socket Layer) and TLS (Transport Layer Security) to pro-
tect internet traffic and some others such as WEP (Wired Equivalent Privacy)
and WPA (Wi-Fi Protected Access) to secure wireless networks.

Attacks on RC4 are generally majored in two groups. First group is based on
the weaknesses of the PRGA. Second group is based on the weaknesses of the
KSA. Additionally, many works try to exploit the special weaknesses existing in
the usage of IV (Initial Value).

Our study focuses on analyzing the KSA. In this paper, we present a more
efficient algorithm to derive the secret key from a given internal state. Analyzing
the KSA has direct consequences in WEP attacks like in [9], [22] and [23]. The
algorithm basicly depends on the newly discovered bias in the KSA. Although,
the new bias seems symmetrically similar to the previously known biases in terms
of structure, it provides an independent piece of information about the internal
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© Springer-Verlag Berlin Heidelberg 2008
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states of the KSA. We propose a very efficient simple algorithm which com-
bines the Roos’ observation [21I] and the equations derived in [19], the difference
equations in [2] and our new bias advantageously.

This paper is organized as follows: In Section [2, we describe the RC4 algo-
rithm. In Section [B] we present the existing work on RC4. In Section @l we de-
scribe the basic assumptions and equations of the attacks presented in [19] and [2]
which use the bias of the first bytes of the initial permutation. In Section [B, we
give the description of our new bias on the KSA and related distributions some of
which are already known. In Section[d, we explain the key recovering algorithm.
In Section [1 we discuss our results along with a comparison with the previous
studies. In Section [}, we summarize the work done.

Recently, we have been aware of other two studies on the key retrieval problem
from the state table. The first study [I3] has many common points with this work.
The second group has considered a bit-by-bit key recovery approach [§].

2 The RC4 Stream Cipher

The internal state table of RC4 S consists of a permutation of N possible words
where N = 2". Two n-bit index pointers ¢ and j are used to randomize the
state table. The pseudo-random variable j is secret but ¢ is public and its value
at any stage of the stream generation is generally known. The running key
values are also produced with an address variable formed with the help of 4
and j.

RC4 consists of two algorithms; KSA (Key Scheduling Algorithm) and PRGA
(Pseudo Random Generation Algorithm). KSA initializes the internal state table
S with the encryption key K.

The KSA and PRGA are given below. All additions in the algorithms are
performed modulo N.

Key Scheduling Algorithm Pseudo Random Generation Algorithm

for i=0to2"! i—0

S[i] «— 1 j<0

endfor loop

7«0 t—1+1

for i = 0to 2"7! j < § 4 S[i]

j—j+ S[]+ K[i mod ] swap(S[i], S[4])

swap(Sli], S[j]) t — Sli] + S[j]

endfor output S[t]
endloop

In most of the applications, RC4 uses the parameters n = 8 and [ = 16. Hence
the table S consists of N = 256 elements. In this paper, we also assume these
values unless explicitly stated otherwise.
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3 Previous Work on RC4

Finney in [3], observed a group of states that RC4 can never enter. These states
satisfy the property j = ¢+ 1 and S[i+1] = 1. If RC4 was not designed carefully,
one of every 2'¢ keys would fall into a cycle of length 255 - 256.

Golic showed that RC4 can be distinguished from other keystream generators
by using the linear statistical weakness of RC4 [6].

Knudsen et al. showed the intrinsic properties of RC4 which are independent
of the key scheduling and the key size [10]. They have developed a backtracking
algorithm in which the initial state table S is guessed given a small part of the
running key stream.

Fluhrer and McGrew described a method which explicitly computes digraph
probabilities [5]. This method can be used to distinguish 8-bit RC4 from a ran-
dom sequence. Parts of the internal state table can also be determined with this
method.

Grosul and Wallach showed that a pair of keys produce running key streams
that are very similar in the first 256 bytes when the key size is same with the
table size [1].

Mironov proposed an idealized model of RC4 and analyzed it applying the
theory of random shuffles [I8]. At the end of his analysis, he found a conservative
estimate (512 bytes of the running key) that should be discarded for safety.

Mantin’s thesis [I4] is a valuable resource on RC4 up to its date of writing.
Then, Mantin and Shamir described a major statistical weakness in RC4 caused
by the first and second bytes of the running key [16].

Fluhrer, Mantin and Shamir showed that RC4 is completely insecure in a
common mode of operation which is used in Wired Equivalent Privacy Protocol,
in which a fixed secret key is concatenated with known IV modifiers [4]. With
these observations, practical attacks were designed and applied on the WEP
protocol. Vaudenay and Vuagnoux, described a passive only attack that improves
the key recovery process on WEP by the weaknesses they observed in KSA of
RC4 [23]. Tews, R.P. Weinmann and Pyshkin demonstrate a new attack on 104
bit WEP [22].

Pudovkina found the number of keys of the RC4 cipher generating initial
permutations with the same cycle structure [20]. It is found that the distribution
of the initial permutations is not uniform.

Mantin described a new distinguishing attack using the bias in the digraph
distribution of the cipher [I5]. By this bias, one can predict the next bit or byte
of the running key if 2*° or 2°0 output words are known respectively.

Maitra and Paul have observed that the initial bytes of the permutation after
the KSA are biased with some linear combination of the key bytes. This leads
to a bias in some key stream bytes [11], [12].

Paul and Maitra, discovered the secret key from the initial state table using
biases in the first entries of the table [I9]. They create some equations by using
the first entries of the initial state table. These equations have significant prob-
ability. They guess some of the bytes of the secret key and they obtain the rest
of the key by using these equations. Existence of many correct equations lead
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to the success of their algorithm. Carmeli and Biham presented an algorithm to
retrieve the secret key if the internal state table is given [2]. Their study depends
on the equations in [I9]. They also propose additional equations by considering
the differences of the existing equations. They declare that they increased the
success rate by filtering and correcting some of the equations and also using the
new ones. Combining all these equations into a statistical algorithm lead them
obtain better results than [19].

Recently Maximov and Khovratovich proposed an attack which recovers some
special internal states of the RC4 from the keystream [17].

We started our study by depending on the biases given in [I9] and [2] and by
using some of the equations described in [I9] and [2]. We observed a different
bias and by using this bias we created new equations that lead us to obtain
higher success rate than [2].

4 Notations and Basic Assumptions

4.1 Notations

The S, and j, denote the values of the state table S and the index value j after
r iterations of the KSA respectively. jg is the initial value of j and jy is the last
value of j at the end of the KSA. Sy is the identity permutation and Sy is the
initial permutation. S is used to denote the initial permutation instead of Sy.
We denote the number of key bytes by [.
K|a...b] denotes the sum of the key bytes in the range a,a + 1, ..., b.
By a variable address(t), we mean the index ¢ such that S[i] = ¢ when the
KSA has finished.
ela] means the event a. The events are described in Section
nc denotes the number of candidates, which have the highest weight among a
larger group.

4.2 Previous Biases of the KSA

A bias of a linear combination of the secret key bytes is first discovered by Roos
in 1995 [21]. This bias is described in Theorem [Il He has given the probability
of the bias experimentally and has observed that it has significant probability in
the first 40 — 50 entries of the state table.

Theorem 1. The most likely value for S[i] at the end of the KSA is
i(i+1
ﬂﬂ:Kmmﬂ+’@;)nde. (1)
Paul and Maitra, in [I9] has expressed this bias theoretically. The formula is

given in Theorem

Theorem 2. Assume that during the KSA the index j takes its values uniformly
at random from 0,1, ..., N — 1. Then,

i(i+1) N —1 N—l)z‘u;l)H\, 1

P(Sl = K[o-i)+ " ) = (7 0 )
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The underlying assumptions of Theorem [2] are the following:

1. Sy[r] = r for r € {0, ..., i}, i.e. S[r] is not swapped until the r-th iteration.
2. Siljiv1] = Jit1-
3. jr#iforre{i+1,..,N—1}.

Assuming that the first event occurs, only the key bytes and some constant
values are needed to calculate the j;41 value.

% i

Jit1 = Z(K[T] + S.[r]) = Z(K[T] +7)=KJ[0...i] +

r=0 r=0

i(i +1)

5
Assuming that the second event occurs, S;1[¢] = j;+1 holds after i+ 1" iteration
of the KSA. Assuming that the third event occurs, the index j does not point
to S[i] again, so S[i] is not swapped again once more until the end of the KSA.
If all of the events occur then () holds

Snli] = Sitali] = jix1 = > _(K[r] + S,[r]) = K[0...i] +

r=0

i(i + 1)
5

Finally, Biham and Carmeli have generalized the assumptions in [2] as follows:

1. Sp[r] =rforr € {i1+1,...,i2},1.e. S[r] is not swapped until the r-th iteration.
2. 8i,[jiy+1] = Jir+1 and Sy [fiy 11] = Jiz 41
3. jr#Fiforrefii+1,..,N—1}and j. #igforr € {ia+1,.... N — 1}

Under these assumptions, they get

, , . , ig(ig +1 i1(i +1
Snlio] — S [ir] = K[i1 + L...io] + 2( 22 ) _ 12 ).
They have considered the differences of the state elements. Theorem Bl gives the

bias of these differences.

Theorem 3. Assume that during the KSA the index j takes its values uniformly
at random from 0,1,.... N — 1 and let 0 < iy < i < N. Let C; = S[i] — i(Z;H).
Then,
P((Ciy, — Cyiy) = K[ix + 1...i2]) >
i Qo — i1+ 2, 2 Nt TN . T2

(1= 2= TS N I[ a- SN (3)
In this way, they have more equations to consider. The difference bias works still
after the 50" entry, and their probabilities are much higher. The authors have
also suggested assigning a weight to the key candidates, and methods to filter
wrong equations and adjust the weights. As a result, their success probabilities
of retrieving the key are much higher than [19)].

The proofs of theorems use the occurance probability of the underlying events
and can be shown by induction.
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5 Useful Distributions of the KSA

In this section we present the statistical properties of the KSA which will be
helpful in our algorithm.

Definition 1. After the KSA, if j; = S[i], we call this as event 1 has occured
for index i, and denote event 1 by e[l].

If the following assumptions hold, event 1 occurs.

1. jr # ji for r € {0, ...,i — 1}, i.e. S[j;] is not swapped until the i-th iteration.
2. j; > 1, 1i.e S[i] is swapped with a greater index.
3. jr #iforr e {i+1,..., N—1},i.e. S[i] is not swapped after the i-th iteration.

The following theorem for the probability of e[1] exists in Section 2 of [19] in a
more generalized framework.

Theorem 4

P(S[i] =ji) = (1 - ]1V)Z'(1— i]_vl)(l— ]1V)N*”*1+ zlv (4)

This property investigates the information obtained from S[i] as in Theorem 2

and 3. But it is related with a single entry of the table, not with a sequence

sum. Therefore, it gives information for only the j value, not the key itself. In

Section [ we will exploit this property to obtain information of the key bytes.
The probability of e[1] is still high after the 50" entry.

Table 1. The Probabilities Given by Theorem [l

(4 o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Prob. .371 .369 .368 .366 .365 .363 .362 .360 .359 .358 .356 .355 .353 .352 .350 .349
1 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Prob. .348 .346 .345 .343 .342 .340 .339 .337 .336 .335 .333 .332 .330 .329 .327 .326

5.1 New Bias

In this section, we propose a new property of the KSA which seems similar to
the observation in [2] in a symmetric structure. Instead of their consideration
of S[i]’s, we have also exploited the information from the j values, i.e. j =
address(S[i])’s. It is interesting that they form their bias by only considering
one of the swapped variables. This approach provides us an independent bias.
The new bias is more significant for the address of latter indexes, in contrast
with the previous properties.

Definition 2. After the KSA, if j; = address(i), we call this as event 2 has
occured for index i, and denote event 2 by e[2].

e[2] occurs under the following assumptions:
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1. Si[i] = i, i.e. S[i] is not swapped until the i-th iteration.
2. j; <.
3. jr#giforref{iy+1,...,N —1}.
If these conditions hold, S;[i] is swapped with S;[j], and then S;[j] is not swapped

with another value till the end of KSA. Therefore, we have address(i) = j;. The
probability distribution of this event is the following:

Theorem 5

1, i 1oy, 1 1oy, i, 1
R L L A O A (O E

The probabilities of e[2] are higher for the greater index values.

P(address[i] = j;) > (1—

Table 2. The Probabilities Given by Theorem

1 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
Prob. .326 .327 .329 .330 .332 .333 .335 .336 .337 .339 .340 .342 .343 .345 .346 .348
i 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
Prob. .349 .350 .352 .353 .355 .356 .358 .359 .360 .362 .363 .365 .366 .368 .369 .371

We can generalize this procedure by analyzing the differences as in [2]. We
explain the information satisfied by the differences with an example.

Example 1. Assume that the following events happened during KSA:

1. Sa50[250] = 250, Sa51[251] = 251,

2. At step 250, we swap [250] with Sa50[j250]. Therefore Sas0[jaso] = 250. As-
sume that this entry does not change in the later steps.

3. At step 251, we Sswap 5251[251} with 5251[j251]. Therefore 5251[.]'251] = 251.
Assume that this entry does not change in the later steps.

If the above assumptions hold, then we have,
address(251) = jas1 and address(250) = jaso. Therefore,

address(j251) - address(j250) = j251 — j250 = (5[251] + K[].].D mod 256

depends only on K[11]. Considering the addresses of the values 251 and 250, we
gather information about one byte of the key.

This method can be generalized as below:

1. Sy[r] = r for r € {i1,...,i2}, i.e. S[r] is not swapped until the r-th iteration.
2. jil S il and jiz S iQ.

3. jr#jy forre{ir+1,..,N—1} and j,. # j;, forr € {ia+1,..., N — 1}.

If the first event occurs, then the index j is affected in iterations ¢; through is
only by the key bytes and constant values. The second event ensures that the
index ¢ and the third event ensures that the index j does not point to S[j;, ] and
Sji,] in later iterations. Therefore, S[ji, ] = ¢1 and S[j;,] = i2 remains the same
after the KSA. The probability distribution of this bias is given in Theorem [6l
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Theorem 6. Assume that during the KSA the index j takes its values uniformly
at random from {0,1,...., N — 1}, and let 0 < iy < iz < N. Then,

P(address(iz) — address(iy) = Kliy + 1..dg] + (i1 + 1) + (i1 + 2) + ... +i2) >

N—(ig—i1+1))iliﬁl(1_r i1+1, i0+1 N -1

Ty R N P G N )

r=1

The solutions of equations from Theorem [3] and Theorem [ can be used to get
the encryption key. But instead, we suggest to analyze the journey of j values
during the KSA with the help of Theorems [ and [l

5.2 More Distributions

Theorems [ and [}l motivate to consider the probabilities of the following events.
Definition 3 and Definition 5 are previously analyzed in [I1]. These events have
non trivial probabilities to distinguish the j sequence from random.

Definition 3. After the KSA, if j; = S[S[i]], we call this as event 3 has occured
for index i, and denote event 3 by e[3].

Definition 4. After the KSA, if j; = address(address(i)), we call this as event
4 has occured for index i, and denote event 4 by e[4].

Similarly, we may define the following events:

Definition 5. After the KSA, if j;, = S[S[S[i]]], we call this as event 5 has
occured for index i, and denote event 5 by e[5).

Definition 6. After the KSA, if j; = address(address(address(i))), we call
this as event 6, and denote event 6 by e[6).

We have observed that continuing further after e[6] does not produce helpful bias.
Now we have 6 events for guessing j values produced during KSA. In Section [6]
we will use them to retrieve information about the key bytes.

6 The Key Recovering Algorithm

In our algorithm, first we get a unique suggestion by using some key guessing
methods which hold with a probability for all of the key bytes, but we consider a
portion of this group as correct. From the unique suggestion, we assign m bytes
of the key with some probabilities. However we do not know exactly which m
bytes are correct. Therefore, we have to try C(n,m) number of combin